
FORESIGHT CRIME PREVENTION, CRIMINAL 
JUSTICE AND DEFENCE REPORT 
 

Foreword 
 
 
The political transition in South Africa has propelled us into the new global arena, 

exposing us to pressures and challenges that require innovative and flexible responses 
to a rapidly changing global environment.  The major challenge will be to integrate 
successfully into global systems and communities while addressing the local needs and 
aspirations of South Africans. 

 
At a recent conference, the Director-General for Foreign Affairs stated that "we 

identified that South Africa's national interests resolved around two broad themes, 
namely the creation of wealth for the country and all her people, and secondly 
ensuring the security of the country and all her people".  These two statements go 
hand in hand, the one is not possible without the other. 

 
As the twentieth century draws to a close, traditional threats to security have 

receded, while newer, non-traditional threats, such as ethnic conflict, crime and the 
globalisation thereof, religious fundamentalism, small-arms proliferation, mass 
migration, environmental degradation, money laundering, corruption and drug 
trafficking, have increased. 

 
Science and technology constitute one of the major drivers of change and is 

growing exponentially, with the impact of this acceleration on developments worldwide 
much more marked than before.  As science and technology have aided the forces of 
darkness and destruction, so it will have to be the tool in the hands of legitimate 
governments and communities in ensuring the survival of democratic principles.  
These include global competitiveness, economic growth and the safety and security of 
citizens and state at all levels.  Foresight has provided a valuable mechanism for 
serious consideration of significant technical trends and their relationship to socio-
economic needs. 

 
Paramount is the opportunity the "information revolution" offers for a high degree 

of integration among agencies responsible for enhancing security nationally and 
internationally.  Other technologies that could have an impact will come from advances 
in sensors, signal processing, data processing, simulation, integration and knowledge 
management. 
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South Africa's success in creating wealth and improving the quality of life of its 
people will to a large extent depend on how it utilises and develops technology in 
creating the secure environment needed for progress. 

 
I would like to thank Mr Paul Hatty, our sector coordinator, who in addition to 

compiling the study, provided research and analytical support, prepared and ran 
workshops and in general motivated and kept the team together.  Also, the members 
of the sector working group, who sacrificed their valuable time and contributed with 
their knowledge and experience, and without whom the outcome would not have been 
of value. 

 
Maj. Gen. (Ret.) Julius Kriel 
Chairperson 
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Executive Summary 
 
A working group of nominated and selected stakeholders was tasked to participate 

in a process to foresight research and technology relevant to this sector.  The mission 
of this group was 'to identify research and technology trends, requirements and 
strategies which will contribute to creating safer communities and promote the 
security of South Africa and its people within the framework of the Constitution, in 
order to realise sustainable social and economic benefits for the country over the next 
20 years.' 

 
The process enabled the group to identify the opportunities, threats, strengths and 

weaknesses of the sector.  From this it was established that there are no strengths 
within the sector to deal with two major threats, that of the lack of economic and 
industrial growth and the morals and ethics of society.  Further, the analysis identified 
that while technology is not perceived as a serious weakness at present, it could, if not 
given enough attention, become a significant threat to the resolution of the 
weaknesses of this sector, and also limit its ability to make use of the potential 
opportunities. 

 
Research is relevant in just about all areas of this sector as so little is known about 

the realities of crime and the social aspects of it.  Research for technological 
development is nearly all in the defence section, with some in the private security 
industry.  More appropriate solutions may be found elsewhere through more research. 

 
Survey 

 
The process included a survey of stakeholders.  Unfortunately the results of this 

survey had to be divided.  Because of the possible exposure of sensitive defence 
information, the defence survey results have had to be handled separately.  Thus the 
crime section and the defence section of the survey are analysed separately in this 
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report.  The analysis identified a number of statements that the stakeholders who 
responded considered to be important to South Africa by way of wealth creation and 
improvement to quality of life for each section. 

 
The statement that was consistently considered to be the most important for the 

crime prevention and criminal justice sector is the 'Development of a system of 
integrity analysis for the identification of corruption'.  Fulfilment of this statement 
would go some way towards creating a technological capability to deal with the 
weakness of the morals and ethics of our society.  The stakeholders perceive that 
South Africa is a long way behind the developed countries in this respect.  They also 
indicated that the technological capacity to achieve this should be acquired by way of 
engaging in joint ventures and local development.  However, the major constraints are 
deemed to be financial, followed by policy and technology.  It was determined that this 
is a subject that needs more research, as the required technologies are not known at 
present.  Despite this, 56% of respondents felt that it would be developed within 10 
years. 

 
The statement that was thought to be the most important for the defence sector is 

the 'Widespread use of sensing technology for humanitarian and military demining and 
mine clearance'.  It is interesting that while the respondents perceived that this was 
most important, within South Africa we do not have a landmine problem.  Thus the 
humanitarian aspects of 'Quality of Life' must be for people outside South Africa.  The 
'Wealth Creation' aspect must be related to exporting the technologies to the 
international markets.  The stakeholders perceive South Africa to be equal to/ahead of 
all other country groups, which is probably correct because of the recent awarding of a 
contract to a South African company by the US.  The major constraints are perceived to 
be financial, technology and R&D infrastructure.  Despite this, the majority of 
respondents felt the statement would be realised within five years, and the technology 
should be acquired by way of development within South Africa. 

 
Technologies 

 
The technologies that are critical to each of the statements used in the survey were 

identified.  This revealed that nearly all are involved in various aspects of handling 
information, such as information processing, information transport and information 
storage.  Analysis of the most important statements separately in each section revealed 
that two of these technology themes are seen as being of significant importance in 
both sections. These are information processing and information storage.  

 
Information Processing 

 
By far the most important technology area within information processing is sensing 

technology covering the following technology sub-areas: 
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• Detection 
• Identification of 'people' 
• Identification of 'things' 
• Location 
• Artificial intelligence. 

 
The identification of 'things' was most frequent, also in both sections, as it covers 

such applications as vehicle identification, identification of goods in containers, 
identification of weapons, identification of dangerous objects, such as landmines, and 
identification of contraband.  The identification of people is important in such 
applications as intelligent intruder devices, authorised use of firearms, checking 
suspects against a database and monitoring networks for suspects.  Detection is 
primarily in the areas of surveillance, intruder detection and product movement 
detection.  Information processing technology will also be important for location 
sensing in such areas as cash transport systems and vehicle identification, unmanned 
vehicles and location of military personnel. 

 
Information storage 

 
The technology theme of information storage, covering suitable, relevant and usable 

information, is also an important aspect of dealing with crime, the requisite justice that 
goes with it, and an efficient and effective defence capability.  Two technology areas 
for information storage have been identified, namely: 

 
• Dynamic storage 
• Static storage. 

 
The more significant of these two is dynamic information storage.  This is where 

there needs to be an interaction between the database, the use of the information 
stored and its automatic continuous updating.  Examples of this from the crime section 
are surveillance of crime hot spots, the integrated criminal justice system, cash 
transport systems, links between customs systems, vehicle real time identification and 
monitoring networks.  In the defence section, examples are in unmanned vehicles, 
demining, small arms detection and identification.  Some of these have to be portable 
and able to operate in the field of action.  Static storage includes the checking of data 
against a database, such as checking for suspects and input for intelligent intruder 
devices.  These are where the input of data is not related to the use of the data, as in 
dynamic data storage systems that are constantly being updated with new information. 

 
These two technology themes span a wide number of the subjects covered by the 

foci of the crime prevention, criminal justice and defence sector.  Knowledge based on 
information processing and information storage is the key technology that is likely to 
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make a significant contribution to the improvement of safety and security of all 
citizens.  In addition, intelligence is vital to the planning and execution of defence 
forces in time of need.   

 
Recommendations: 

 
The realities of the future, and not only in South Africa, will be an increase in crime, 

particularly in the following areas: 
 

• Violent crimes, especially with the use of firearms 
• Gang crimes, especially by international syndicates 
• Fraud and corruption. 

 
Criminal activities, excluding fraud and corruption, are already costing South Africa 

at least R43 billion per year, that is, more than R1 000 per person!  Research and 
technology can, and must, make a contribution to the safety and security of the 
citizens and society.  It is recommended that a larger allocation of resources, 
particularly financial, be made to the research and development of the technologies 
that will make a significant contribution to fighting crime and improving the workings 
of justice in the future.  At present nearly all the local development and introduction of 
new technologies is done by the private security industry, which itself needs better 
coordination, management and recognition as an industry.  This industry can, and 
should, play a larger role in crime prevention and criminal justice, particularly in the 
technology field. 

 
However, in addition to this there needs to be a greater recognition of the role that 

technology, particularly in the areas of information processing and information 
storage, can and should play in the future to reduce the possibilities for criminal 
activities, and the implementation of justice. 

 
On the other hand, defence recognises the role of technology in enabling a 

competent and capable defence capability.  However, it is not expected that the 
primary role of the defence capability will be tested in the next twenty years.  What will 
be tested are the secondary roles of the defence capability, for which technology is just 
as important. 

 
The report makes a number of recommendations, involving both research and 

technology for this sector.  It is not unexpected that the most important technology 
themes and specific areas are not dissimilar for both the crime sector and the defence 
sector.  This can only add to the importance of national efforts in advancing 
technological capability and capacity in these areas.  The following would be the prime 
recommendations regarding research and technology in this sector: 
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1.  Funding and support of research and development into the following specific 
technology areas: 

 
• sensing systems 
• dynamic data base systems 
• systems management. 

 
2.  Funding and support for research and technology in the following technology 

themes: 
 

• Information processing 
• Information transport (communications technology) 
• Information storage. 

 
3.  Funding for research to develop a system of integrity analysis for the identification 

of corruption. 
 
Knowledge and application of processing information and storing it dynamically, 

besides good basic policing and an efficient criminal justice system, are essential to 
get and stay ahead of the potential criminal behaviour of the future.  These very same 
technology themes are important in the defence of our country. 



 9

Chapter 1: 
Introduction and Process 

 
 

1.1 Introduction to the Foresight Process 
 
Foresight is a family of processes intended to capture the dynamics of change by 

placing today's reality within the context of tomorrow's possibilities.  It acknowledges a 
range of potential futures and seeks to add new dimensions to our thinking by 
providing— 

 
• a way of thinking about the longer-term future and how it could differ from the 

present; 
• a means of testing our current views and policies; and 
• a way of overcoming the difficulties of static or retrogressive analyses. 

 
Foresight provides a valuable mechanism for serious consideration of significant 

technical trends and their relationship to socio-economic needs.  Foresight is 
inherently proactive and reflects the belief that today's decisions and actions influence 
the future.  By building complex pictures of alternative futures we are better able to 
assess how well current research and technology systems might address our future 
needs. 

 
Although foresight may use several forecasting techniques (e.g. Delphi analysis, 

trend analysis, scanning, scoping), the outputs differ significantly.  The emphasis in 
foresight is not prediction but the realisation that addressing the future necessitates 
the management of uncertainty.  A richer and well-informed context for current 
decisions is developed via dialogue, involving all relevant stakeholders, which 
emphasises the human abilities of forethought, creativity, systems thinking, analysis 
and judgement.  The wider the range of perspectives that are explored, the more 
broadly the benefits will be felt. 

 
Transparency is essential for foresight processes.  The underlying assumptions, 

analytical framework and information inputs must be accessible for universal review.  
Such openness will also provide equal weighting for nonconformist and conventional 
views, thereby encouraging the identification of emerging paradigms. 

 
In several countries, the establishment in both the public and private sectors of a 

foresight culture has been a precondition for the comprehensive long-term visions of 
future possibilities and needs which are so important in providing appropriate contexts 
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for the effective integration of foresight with decision-making.  Creating such a culture 
is complex, and requires an appropriate balance between two of the intrinsic tensions 
in foresight: science-push versus demand-pull, and top-down versus bottom-up.  The 
following four common errors must be avoided for this culture to flourish: 

 
• No prior consensus on the need for foresight; 
• initial suspicion/cynicism of researchers, professionals and other stakeholders not 

adequately addressed; 
• bias towards established disciplines of panels dominated by elite specialists and 

scientists; 
• no institutional machinery in place to translate foresight findings into specific policy 

initiatives and resourced action, preferably involving both the public and private 
sectors. 
 
Consultation process: Since Science and Technology (S&T) cuts across many sectors 

including industry, non-profit sectors and society at large, it is very important to 
involve all the possible participants. The Research and Technology Foresight process is 
as important as the product. For a foresight product to be acceptable, it is imperative 
to maintain continuous interaction with research users and the scientific community 
during the process. This type of consultation increases the level of 'buy-in' and 
commitment from all involved. 

 
Industry involvement: International experience shows that industry involvement and 

commitment are key to the success of the foresight exercise.  The role that industry 
plays in economic development puts more emphasis on its involvement, especially with 
regard to successful implementation of the foresight outputs. It is also important to 
note that although the aim of the project is to facilitate the country's global 
competitiveness, it is companies that compete, not government. Government's role is 
to create a conducive environment so that industry can compete successfully in the 
global arena. Technological progress and human resource development lay a base for 
continued economic growth and job creation (Taeyoung Shin, Ministry of Science and 
Technology, Korea 1997 APEC Symposium on Technology Foresight, Thailand), areas in 
which industry should play a crucial role.   

 
Implementation:  Depending on the goals of the exercise, some countries have 

formal implementation programmes for foresight outputs while others do not. The 
Japanese foresight, for example, has no formal implementation phase.  Rather, it 
provides background information for decisions taken by others on their priorities. 
Government research and development prioritisation process is informed by many 
other sources of information, including foresight outputs. The UK foresight outputs 
were intended to inform the priorities of publicly funded institutions. A foresight fund, 
from which identified projects were supported, was also established. The private sector 
was also encouraged to take up foresight outputs.   
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1.2 South Africa's Foresight process 

 
The National Research and Technology Foresight (NRTF) project is one of a number 

of initiatives launched by the Department of Arts, Culture, Science and Technology 
(DACST) as part of its mandate to review and reform the S&T system in South Africa. 
The interest in foresighting started in 1993 when the International Development 
Research Centre (IDRC) of Canada, at the request of the Mass Democratic Movement, 
conducted a Mission on S&T Policy for a Democratic South Africa. The mission report 
outlined the steps that needed to be taken into account when transforming S&T, and 
also assessed the status of the system. The report emphasised as part of its 
recommendations that a foresight exercise should be conducted. 

 
Shortly after the establishment of the Ministry of Arts, Culture, Science and 

Technology in 1994, the then Minister announced the ministry's intention to carry out 
a foresight exercise. The project was formally inaugurated in July 1996. In the White 
Paper on Science and Technology, DACST committed itself to using the results of the 
foresight exercise as an important input into its investments in research and 
development within the science budget.  The foresight results will also inform the 
management of the proposed Innovation Fund and research capacity-building 
programmes in the higher education sector. 

 
1.3 South Africa's approach to foresighting 

 
 Although foresight exercises have been conducted in various countries, the 

objectives, the foci and the approaches tend to vary according to circumstances. A 
case in point is the nature and extent of participation in the foresight process by wider 
communities. In Japan, for example, such processes tend to involve only science, 
technology and industry experts, while in countries like the Netherlands the broader 
community is usually involved. Methodological approaches tend to differ as well. The 
Japanese usually focus only on conducting Delphi surveys of future technological 
trends, while the UK foresight employed various methodologies including Delphi 
surveys and scenario analysis. The United States concentrates instead on drafting lists 
of critical technologies. 

 
The foresight exercise in South Africa, though informed to some extent by the 

approaches of other countries, had to adopt its own approach to fit the South African 
context.  Some of the unique features of the South African foresight are: 

 
• Consultation:  Perhaps one of the distinguishing features of South Africa's foresight 

is the extent of wider community involvement in the process. The Foresight 
programme has been deliberately designed to involve stakeholders such as 
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industry, government, labour and civil society. This inclusive participatory approach 
is an attempt to give ownership of the process to all sectors of our population. 
 

• Methodology:  The methodological approach adopted in our foresight employs a 
combination of techniques. These include strengths, weaknesses, opportunities and 
threats (SWOT) analysis, scenario analysis and surveys of opinions on research and 
technology trends. Our methodology differs also from other countries in that, to 
contextualise sector work, macroscenarios for S&T in South Africa have been 
developed to provide a uniform frame of reference for all sectors.  The section on 
methodology addresses all of the techniques to be used in the South African 
foresight exercise in more detail.  

 
• Foresight sectors: The process followed to select the foresight sectors is also one of 

the special features of our process. A series of countrywide workshops in which 
participants were asked to identify future priorities for the country were conducted. 
The sectors that were finally selected reflect the goals of the exercise and have 
drivers that include social development, technological development and wealth 
creation.    
 
The National Research and Technology Foresight (NRTF) project aims to 

systematically identify research and technology areas as well as market opportunities 
that are likely to generate socio-economic benefits for South Africa in the longer term 
(ten to 20 years).  In particular it seeks to do the following: 

 
• Identify those technologies and latent market opportunities that are mostly likely to 

generate benefits for South Africa. 
• Develop consensus on future priorities amongst different stakeholders in the 

selected sectors. 
• Coordinate the research efforts between different players within the selected 

sectors. 
• Reach agreement on those actions that are needed in different sectors to take full 

advantage of existing and future technologies. 
 
The project has been divided into three phases: 

 
1.  The pre-Foresight stage: This is a pre-working group phase, which was aimed 

mainly at refining the design of the project, consultation with various stakeholders, 
and selection of the Foresight sectors. 

  
2.  The main Foresight stage: This is the phase during which a group of about twenty-

five individuals (the Sector Working Group — SWG) will analyse a given sector and 
decide on future priorities.  The group will reach agreement on those actions that 
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are needed in different sectors to take full advantage of existing and future 
technologies. 

  
3.  The post-Foresight stage: This is the phase that will see the implementation of the 

Foresight outputs. 
 

1.4 Foresight sector selection 
 
One of the crucial activities of the pre-Foresight phase was the sector selection.  

The sector is the core operational component of the entire Foresight process.  
Therefore it was decided that sector selection would be conducted in an inclusive and 
transparent manner with a strong focus on participation and empowerment. 

 
A strong driver behind this approach was the recognition that an important 

determinant of the success of the Foresight initiative is the level of 'buy-in' and 
ownership of the process by the various stakeholders.  Another driver was the 
possibility of using the sector selection as an opportunity to set up a database of 
expertise to draw on for the running of the project. 

 
In order to fulfil these objectives, the method decided upon for Foresight sector 

selection was a series of countrywide workshops for organisations and institutions that 
have a stake in research and technology.  The methodology for sector selection is 
illustrated in Figure I below.  Care was taken to ensure that the participation in each 
workshop was as diverse as possible, with the workshop delegates drawn from a wide 
range of stakeholders.  Eight such workshops have been conducted.  Three workshops 
were held in Gauteng and one each in KwaZulu-Natal, the Western Cape, the Eastern 
Cape, the North-West and the Northern Province. 

 
In total, delegates from 21 academic and research institutions, 34 businesses or 

industries (including business and trade associations), ten national government 
departments or policy NGOs, as well as many provincial government departments, and 
all eight major science councils, have participated in this workshop process.  In 
addition, meetings with a sector selection focus have been held with representatives 
from an umbrella civic organisation, a provincial trade union confederation and a youth 
organisation. 

 
The diversity of the sectors was prepared taking into account the overall national 

situation derived from available data. This included current and projected employment 
figures, GDP contributions, and export and other significant statistics.  In addition, 
some local and international trends in each sector were traced and current policy 
initiatives noted.  Finally, some key drivers and constraints for sectoral development 
were identified.  These analyses were presented to the Foresight Advisory Board and 
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DACST, who together with the Foresight Management Team, have decided on the 12 
final sectors to be run in this foresight project. 

 
The twelve foresight sectors chosen were: 
 

AGRICULTURE AND AGROPROCESSING 
• Food production, agroprocessing  
• Forestry and fishing  
• Food security 
• The food and beverage industry 

 
BIODIVERSITY 
• Conservation 
• Sustainable use of biodiversity 

 
BUSINESS AND FINANCIAL SERVICES  
(later renamed FINANCIAL SERVICES) 
• Capital flow 
• Venture capital availability 
• Applications of information and communication technologies 

 
ENERGY 
• Alternative sources 
• Generation 
• Distribution 

 
HEALTH 
• Health as an industry 
• Pharmaceuticals and treatment regimens 
 
INFORMATION AND COMMUNICATION TECHNOLOGIES 
• Communication technology 
• Information systems 
 
MANUFACTURING AND MATERIALS 
• Specific industries/sectoral perspective 
• Primary production 
• Market niches 
• Materials processing 
 
MINING AND METALLURGY 
• Extraction and purification technologies 
• Beneficiation 
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SAFETY OF THE CITIZEN AND SOCIETY  
(now named CRIME PREVENTION, CRIMINAL JUSTICE and DEFENCE) 
• Defence and security 
• Refocus capacity to civil application 
• Criminality (social behaviour component) 
 
TOURISM 
• Infrastructure 
• Tourists culture and marketing 
 
YOUTH 
• Auditing current attitudes 
• Building S&T culture and capacity 
• Reward system 
• Entrepreneurship 
 
Three CROSS-CUTTERS were also identified and will be run as additional sectors.  

These are: 
• Education/human resource development (HRD)/skills development 
• Beneficiation 
• Business development. 

 
1.5 Foresight methodology 

 
Figure 1 shows a schematic representation of the Foresight methodology that was 

basically followed by this sector.  Brief descriptions of the process steps are as follows: 
 

 
 
 
 
 
 

• Vision 
 
The White Paper on Science and Technology envisages a future where all South 

Africans will — 
 

• enjoy an improved and sustainable quality of life; 
• participate in a competitive economy by means of satisfying employment ; and 
• share in a democratic culture. 

 
In order to attain this vision three goals will have to be achieved: 
 



 16

1  The establishment of a system of technological and social innovation; 
2  The development of a culture which values the advancement of knowledge as an 

important component of national development; and 
3  Improved support for innovation, which is fundamental to sustainable economic 

growth, employment creation, and equity through redress and social development. 
 

• Foresight mission 
 
The mission of Foresight is to promote technological innovation and deployment by 

identifying opportunities for economic and social development through a National 
Research and Technology Foresight project. 

 
• Macroscenarios 

 
These are scenarios of the science and technology 'system' in South Africa in the 

20-year term, which provided a futures frame of reference for the sector.  These 
macroscenarios were completed by the Foresight team, using inputs from various 
stakeholders through a process of scenario development. 

 
• Sector mission and foci 

 
Each sector developed its own mission and focus areas within the broader science 

and technology environment.  The purpose of the mission and focus areas is to ensure 
unanimity of purpose of the SWG and to ensure integration and linkages with other 
sectors. 

 
• Sector boundary conditions 

 
The boundary conditions define the sector foci.  These were formulated on the basis 

of inputs from other sector stakeholders, and the SWG finalised them. 
 

• Terms of reference of the SWG 
 
The SWG investigated future socio-economic challenges facing the sector and 

identified the impact these have on the sector.  The sector was analysed within the 
South African context while recognising its contribution to the regional and global 
economy.  The SWG then identified market opportunities as well as research and 
technology requirements that will assist the sector in enhancing its performance and 
also address social issues.  The responsibilities of the SWG were as follows: 

 
1  Agree on proposed sector foci 
2  Analyse the current status of the sector 
3  Create scenarios for the sector 
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4  Identify future research and technology challenges and market opportunities over 
the next ten to 20 years 

5  Identify issues to be surveyed and develop them into statements 
6  Make recommendations on the identified cross-cutting issues or areas 
7  Compile a prioritised list of research and technology topics for the sector 
8  Assist in identifying research and technology themes towards the designing of 

appropriate research programmes 
9  Compile the sector report. 

 
• International study 

 
A team of consultants carried out a study examining the current technological 

market, policy and strategic trends of the sector internationally. 
 

• Local study 
 
The sector coordinator completed a review of the current status of the sector in 

South Africa with a focus on research and technology. 
 

• External environment and internal profile 
 
On the basis of the above information, a situation analysis consisting of an external 

environment analysis and an internal profile of the sector was done.  The sector 
strengths, weaknesses, opportunities and threats (SWOT) were identified. 

 
• Key drivers and constraints 

 
Major social, technological, economic, ecological and political (STEEP) drivers and 

constraints within the sector were identified. 
 

• Sector-specific scenarios 
 
As the benefits from the outputs of the NRTF project will only be realised in the long 

term (ten to 20 years hence), sector-specific scenarios were developed and analysed.  
These were informed by the macroscenarios for South Africa's science and technology. 

 
• Survey 

 
Opinions of knowledgeable people in the sector on various issues were sought by 

way of a questionnaire-based survey.  This focused on perceptions of South Africa's 
status (current and future), as well as appropriate strategies that may improve our 
competitiveness.   
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• Strategic analysis and choices 
 
The sector identified future research and technology challenges and market 

opportunities over the next ten to 20 years and then developed strategies around 
them. 

 
1.6  Participants in SWG 

 
The sector working group (SWG) is the operational arm of the project.  The group is 

tasked to do analysis of the sector and identify issues as well as research and 
technology solutions to sector challenges. 

 
1.6.1. Identification of expertise for the foresight SWGs 

 
Different countries that have embarked on similar exercises have applied different 

methods. In the United Kingdom a method known as co-nomination was used, while in 
France the exercise was primarily carried out by appointed expert panels.  Co-
nomination is a survey-based technique that allows the major stakeholders and the 
broad community to participate fully in an open exercise, identifying those individuals 
who are to participate in SWGs. For the NRTF project, DACST suggested that a 
combination of methods be used. These were: 

 
• Co-nomination, adapted to our situation to identifying members of the SWGs; 
• Direct appointment by DACST in consultation with the Advisory Board and Project 

Management Team. 
 
The co-nomination objectives were to — 

• identify key individuals who would serve as members of  the SWGs in the Foresight 
project; 

• build a database of experts who would be consulted by SWGs at later stages of  the 
project. 
 
Four iterations of co-nomination have so far been carried out.  The response rate 

was above 30% and 2 573 names have been generated so far.  Most of the respondents 
were from higher education institutions (35,3%) and 88,2% were males. There were 
very few individuals from previously disadvantaged backgrounds and from labour 
organisations identified via co-nomination. To make sure that the make-up of working 
groups was representative, other individuals were appointed directly into these groups.  

 
The SWG for this sector was selected from people who were either nominated 

through the co-nomination process or were appointed by a relevant government 
department or an organisation.  Details of the co-nomination process are available in a 
separate report.   



 19

 
1.6.2 Role of the sector coordinators 

 
In addition to compiling the local study, sector coordinators provide research and 

analytical support for the SWG members and coordinate all the sector activities. This is 
achieved by performing the following tasks and responsibilities, inter alia: 

 
Research and resourcing: Sector coordinators are responsible for looking for 

additional or missing information during the working phase of the project. In cases 
where the SWG requests that a particular study be commissioned (if important 
information is not available), the sector coordinator bears responsibility for 
coordinating that task. 

 
Sector coordinators are resources for the general public including individuals who 

would like to know more about the sector. They also manage all the external inputs by 
liasing with other experts outside SWGs as well as other stakeholders. They are 
responsible for keeping interested parties outside the working group up to date with 
the progress and proceedings of the sector. 

 
Coordination:  Together with the chairperson, the sector coordinator is responsible 

for coordinating inputs from SWG members. Apart from coordinating the general 
sector activities, sector coordinators draft any interim progress reports required, and 
compile the final sector-specific project report. 

 
Facilitation:  Linked to his/her coordinating activities, each sector coordinator 

assists the chairperson by facilitating some sessions. 
 
Inter-sectoral communication: Most of the foresight sectors consist of research 

areas that inevitably show overlaps in the course of the project. It is the responsibility 
of each sector coordinator to identify these areas/issues and communicate them to 
other coordinators. Constant communication with members of other SWGs is essential, 
especially when addressing the cross-cutting issues. 

 
1.7 Participants in stakeholder group 

 
By the very nature of the type of sector that this is, all citizens of the country are 

stakeholders, particularly as everyone is interested and can be affected by the output 
of this sector study.  However, some stakeholders have an active role in the actions of 
this sector, while most have a passive role.  The stakeholders with an active role 
include the following: 

 
• Various government departments involved in implementing safety and security; 
• Sections of the private sector involved in physical security; 
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• Sections of the private sector involved in supplying goods or services to the 
government or private sector involved in physical security; 

• Institutions carrying out research in the areas covered by this sector; 
• Institutions providing assistance in the time of loss; 
• Labour involved in carrying out the work in the sector; 
• Institutions providing education and training for individuals working in the sector. 

 
A stakeholder group has been established.  It includes not only the people 

nominated in the co-nomination process but also representatives of all the other 
important participants in this sector.  This is the group that participated in the survey.  
The stakeholders are from those organisations and institutions identified during the 
general foresight and sector-specific consultations that serve as a reference group to 
the SWG. The involvement and participation of these role players is important to the 
project in that they — 

 
• are a reference group to give feedback; 
• participate in the Delphi survey; 
• become a source of expertise for specific issues; 
• form part of the peer review process and thus participate in the evaluation of the 

project. 
 

1.8 Scope of the Crime Prevention, Criminal Justice and Defence sector 
 
For the purposes of the Foresight project, it was recognised that there are two parts 

to this sector, namely the safety and security of society as a whole and the safety and 
security of the individual citizens.  Safety and security of society was regarded as 
security against external threats from outside the borders of the country, or threats 
from within against the very fabric of society, while safety and security of citizens was 
regarded as internal security of the individual and property. 

 
However, during discussions on the focus of the sector, the SWG decided that the 

name of the sector was inadequate and inappropriate.  The main reasons were as 
follows: 

 
1  The name is too close to that of a single department of the government, when the 

intention is to cover a much broader focus. 
2  It was strongly felt that safety and security of society was more to do with macro-

areas such as poverty, unemployment, and the economy than the issues of crime 
and defence. 
 
As a result of this the SWG agreed to change the name of the sector to Crime 

Prevention, Criminal Justice and Defence. 
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1.9 Sector terms of reference, mission statement and foci 
 

• Terms of reference 
 
The SWG reviewed the terms of reference for the SWG listed in section 1.5 above 

and decided not to include the term 'market opportunities' in term of reference 
number 4, feeling it was not appropriate for this sector.  The new term of reference 
agreed upon is: 

 
'Identify and explore future sector research and technology issues which could be 

relevant to social development and economic growth over the next ten to 20 years.' 
 

• Mission statement 
 
The SWG developed the following mission statement for the sector: 
 
'To identify research and technology trends, requirements and strategies which will 
contribute to creating safer communities and promote the security of South Africa 
and its people within the framework of the Constitution, in order to realise 
sustainable social and economic benefits for the country over the next 20 years.' 
 

• Sector foci 
 
It was soon recognised that the scope of Safety and Security of Citizens and Society 

could be very broad, including the economics of the country, poverty, unemployment, 
social structures etc.  In order to reduce this to a manageable focus the SWG worked 
through the problem of identifying the areas of focus for the sector under three 
sections of Crime Prevention, Criminal Justice and Defence and developed the 
following list as the foci for these three sections of the sector: 

 
• Crime Prevention: 

Exploitation of the system 
Institution of legal justice 
Social crime prevention 
Physical protection 
Crime threats 
 

• Criminal Justice: 
Detection 
Investigation 
Apprehension of suspects 
Adjudication 
Correction 
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System-wide cooperation 
Resources 
Communication 
Alternative dispute resolution 
 

• Defence: 
Primary role/functions 
Security cooperation 
Internal defence functions 
Medium 
C4I2RS processes 1 
Other systems 
Processes 
Support 
 

1.10 Process 
 
The work of the sector was carried out by way of a number of workshops in which 

the SWG members participated.  The structure of the workshops was such that the 
members were taken through a process which led to the development of outputs in 
fulfilment of the terms of reference of the SWG.  The process began with two scans, 
which were prepared for the working group.  These were the International Scan 
prepared by consultants and a Local Scan prepared by the sector coordinator.  These 
two scans are covered in summary form in Chapter 2.  The full reports are available 
separately. 

 
The group identified the strengths, weaknesses, opportunities and threats (SWOT) 

relevant to the sector as defined in the foci.  The analysis of the sector SWOT is 
covered in Chapter 3.  Using key uncertainties developed by the group, and applying 
them to the macroscenarios as presented to the sector, the group developed their own 
scenarios for the sector, which were then subjected to a SWOT analysis.  This is 
covered in Chapter 4. 

 
The working group then identified the issues, drivers and trends that are relevant to 

the sector and worked these into a number of statements, which were tested on the 
broader stakeholder group by means of a survey.  This is covered in Chapter 5. 

 
The sector survey results are analysed and presented as direction for the future 

research and technologies relevant in this sector over the next 20 years.  From this 
analysis, some key technologies and technology themes were identified, and strategies 
for their implementation were developed, together with some recommendations.  This 
is covered in Chapter6. 
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Because of some problems with military security, the analysis of the survey 
questionnaires on the defence section had to be handled separately.  Thus the analysis 
of the survey questionnaires of the defence section are covered in Chapter 7, followed 
by the identification of key technologies and technology themes, which are covered in 
Chapter 8. 
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Chapter 2: 
International Study and Local Scan 

 
 

2.1 Process of the international study 
 
A company, Management and Conference Services Africa (Pty) Ltd, was contracted to 

carry out a study covering the following list of topics as the International Study for this 
sector: 

 
2.1.1 International situation: A review of the global issues that could have an effect 

on this sector. 
 

• External conflicts 
 

1  The international defence and cross-border conflicts situation, trends and 
expectations. 

2  Changes and trends in the types of threats perceived or experienced by nations. 
3  The South African situation in respect of the international situation, including sub-

Saharan Africa and regional situations. 
 

• Internal security 
 

1  Safety and security changes and trends internationally. 
2  Developments and trends in international crime. 
3  Developments and trends in self-protection. 
4  The South African situation as it compares with the international scene. 

 
2.1.2 Economic scan 

 
1  Expenditures on armaments and the trends by developed nations, developing 

nations and underdeveloped nations. 
2  Expenditures on policing, private security and prisons and the trends. 
3  Trade in armaments and hand weapons. 
4  Comparisons of South Africa against these international values and trends. 

 
2.1.3 Structures and technologies 

 
1  The structures used by other countries for their safety and security. 
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2  The institutions for research and technology development and their funding 
mechanisms. 

3  Trends in defence technologies being installed by nations and trends in 
technologies being traded, covering all main sectors of defence such as aircraft, 
ships, land vehicles, missiles, weapons, communications and information 
technologies, and electronic warfare. 

4  Situation and trends with respect to weapons of mass destruction. 
5  Trends in crime prevention technologies, crime solving, people identification, 

correctional services and justice. 
6  Situation and progress internationally in applying defence technologies to civilian 

applications. 
 

2.1.4 Foresight studies and strategic thinking in research and technologies 
 

1  The outcome of foresight projects carried out by other countries with relevance to 
this sector. 

2  What areas of research are being undertaken by other countries in both generic and 
specific technologies. 

3  The technology expectations of safety and security internationally in the future. 
 

2.2 Summary of international study 
 

• Although the 1990s are described as the era of negotiation and agreements, of the 
25 conflicts worldwide, only one was an interstate conflict.  Most of the new 
conflicts were in Africa.  Internal political and ideological differences and intolerance 
between factions also were the main causes of these conflicts.  The main trend 
internationally is, however, a downward trend in the number of conflicts. 

 
• The increasing capacity of the United Nations, regional and subregional 

organisations to get involved in conflict prevention, management and resolution, 
first through diplomatic means and then through peace missions, is a trend of 
which to take note.  It is foreseen that South Africa would in future be expected to 
participate in both diplomatic efforts and peace missions to act as a role player of 
the international community in Southern Africa, Africa as a whole, and the rest of 
the world. 

 
• The security situation of South Africa does not allow it to overemphasise the real 

need for social and economic development, at the cost of investment in its 
'enforcement' capabilities.  The external and internal situation of South Africa 
dictates that a real force projection capability should be maintained in both the 
police and the defence capability. 
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• To create an understanding of the trends internationally on internal security and on 
organised crime, is one of the most underresearched areas.  INTERPOL describes 
drug trafficking, illicit trafficking of arms, organised crime, and terrorism as the 
major trends internationally.  However, we believe the words of a researcher in the 
area of global violence are true when he states that 'there is no single source that is 
either sufficiently analytical or informational to provide an overview. The challenge 
is both to create a suitable typology and to piece together a variety of sources to 
understand what is happening worldwide.  A further, and important question is to 
understand the factors that are driving the variety and velocity of violence'. 

 
• The main conclusions that can be drawn from the analysis of the structures and 

institutions used by countries for their safety and security research and technology 
development are the following: 

 
-  That all the major arms-producing countries of the world have a centralised and 

government funded organisation, or organisations, that initiate or support basic 
research.  The support for basic research projects has as its primary aim to use 
the outcomes of the research for military or police applications, and possibly it 
will be of commercial use. 

 
-  That all these organisations are not staffed exclusively by researchers working 

for government, and hence not to solely achieve government's aims and 
objectives.  They are mostly very open organisations with open channels of 
communication with business sector.  This ensures that the commercial sector 
has a direct interest in investment in research. 

 
-  That these organisations serve as forums for creativity where researchers from 

different areas and interests can share ideas.  The objective is never to control 
the creative minds of the country, but rather to empower and to instil 
enthusiasm. 

 
-  That these organisations participate in, and sometimes coordinate, their National 

Foresight Studies.  Through their liaison with different interest groups, they have 
more available access to individuals with the capability to 'look into the future' 
and to create a common vision of where technology and research should be 
heading. 

 
-  That the defence sectors of most countries are more structured than the 

technology providers for law enforcement.  Because of this phenomenon, the 
coordination of basic research, applied research and advanced technology 
development is directed towards a common objective, and its costly duplication 
of effort is avoided. 
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-  That the trend in the field of internal security and law enforcement is less 
towards the development of technology to address a specific problem, but more 
towards adapting a commercially or militarily developed technology to be used in 
this field. 

 
• From the trends in defence technologies being installed and traded one can deduce 

that, although the development of the concepts of warfare is done through 
'students of future warfare,' technology also influences the concepts of warfare.  
Countries that want to develop their arms industries are investing in the 
development of technology that will give them the competitive edge on the 
battlefield.  The focus of technology development for fighting wars can be 
categorised into dominant manoeuvre, precision engagement, full-dimensional 
engagement, and focused logistics.  As the defence technology field is a large 
market that can be developed, four generic considerations should guide the 
investment.  It was determined that affordability, dual-use technology, accelerated 
transition and a strong technology base should be the generic considerations. 

 
• Research into Nuclear, Biological and Chemical (NBC) issues. Because of  

recommendations made by the Atomic Energy Corporation (AEC), only information 
available in the public domain was used.  The trend that was identified as the major 
influencing factor in this field was that many treaties regulate the research, 
development and control of NBC weapons.  It is clear, however, that not many 
countries comply with internationally accepted standards, for reasons of their own.  
The areas where development is still taking place because of non-compliance by 
some can be classified as detection, protection, decontamination, and simulation. 

 
• The identified trends in the use of technology in the whole of the criminal justice 

system is to categorise technology in either the INTERPOL categories, or the Office 
of Law Enforcement Technologies Committee (OLETC) categories.  It is important to 
take note of the existence of OLETC as a structure to coordinate, and to encourage 
the development and use of technology in the criminal justice system.  It is further 
important to take note of the trend to adapt existing commercial technology for use 
in the criminal justice system rather than develop original technology. 

 
• Because of the downsizing of the defence industry internationally, the situation and 

progress in applying defence technology to civilian applications are being 
investigated by most countries.  It is important to note that some countries are 
successful with the transition while others are not.  The lessons should be learnt 
from both these cases when they are applied to the South African situation.  The 
important factors that have to be taken into consideration are that — 

 
-  economic growth of the country should not be negatively influenced by the 

conversion,  
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-  conversion should be directed at specific markets,  
-  managers, owners, workers and communities should be mobilised to be 

committed to the process and to generate innovative ideas for conversion; 
-  conversion should redirect the arms manufacturer into a similar business where 

the core competencies can be utilised. 
 

• the importance of the conclusions and recommendations from other international 
foresight projects can not be overemphasised.  The UK Foresight Project indicated 
the strategic direction for defence and security technology development by 
identifying the specific focus areas for industry and government, and determined 
specific objectives to promote a national framework for the defence and aerospace 
industry.  
 

2.3 Local scan 
 
A scan of the local situation as it pertains to this sector was produced by the sector 

co-ordinator.  This was written while the sector was still titled 'Safety and Security of 
Citizens and Society,' and it covered the subject in two sections, the first on Crime 
Prevention and Criminal Justice and the second on Defence. 

 
2.4 Summary of the local scan 

 
2.4.1 Crime Prevention and Criminal Justice 

 
An analysis of the costs of crime in South Africa indicates that crime could be 

costing the country about R44 billion per year, excluding fraud and corruption.  That is 
at least 7,1% of the GDP.  About half is paid by the state while the other half is paid by 
the citizens themselves directly. 

 
There are four government departments involved in Crime Prevention and Criminal 

Justice.  They are: 
 

• Department of Safety and Security; 
• Department of Justice; 
• Department of Correctional Services, and 
• Department of Welfare. 

 
Other government departments, such as Home Affairs, Education and Defence, are 

involved to a lesser extent.  Other stakeholders involved in this area are the private 
security industry, NGOs, research institutions such as the CSIR and the HSRC and the 
higher education institutions. 
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The research work being done particularly by the departments, the CSIR and the 
HSRC, NGOs, higher education institutions and the private sector through Business 
Against Crime is mainly of a social nature.  The research is mainly focused on 
analysing data, identifying characteristics about crime and researching what should 
already have been in operation in well-run departments.  Not much of it is 
groundbreaking research into new products or processes with any economic value in 
itself.  By its very nature, most of the research is into reactive conditions, dealing with 
the social fabric of society, why, where and when people commit criminal acts, and 
what is the most efficient and suitable way of dealing with those individuals 
responsible for the criminal acts.  With regard to the hard technologies, where required 
and if they can be afforded, most of them are imported.  One tends to forget that 
South Africa is not the only country with a growing crime problem. 

 
The other area where there is a great deal of research and technology development 

is in the private security industry.  Owing to the competitive nature of this industry, 
there are no statistics available on what resources are being committed or what 
outputs are being achieved.  The research is mainly on how to prevent those with 
criminal intent from being able to carry out their intentions, and if they do, to record 
their actions.  It is estimated that the cost of equipment supplied by the security 
industry is about R5,6 billion while the value of services provided is about R5 billion 
more per annum. 

 
Certain technologies are coming to the fore in the protection of persons and their 

property, these being intruder detection, recording of proceedings and physical 
protection.  Electronics for sensing, information gathering, data processing and control 
is playing an ever-increasing part, particularly where it can replace labour to fulfil the 
need.  These are basically the very same technologies that are regarded as being of 
importance to the defence force. 

 
2.4.2  Defence 

 
The scan on Defence starts with the identification of the national trends that have 

an impact on defence thinking, followed by the national policies that create the 
framework within which the Department of Defence operates.  This leads to the 
identification of the following expected major military tasks of the South African 
National Defence Force (SANDF): 

 
• Defence against sporadic, limited, low-level regional military threats; 
• Substantive regional defence co-operation and assistance; 
• Effective border and territorial protection; 
• Significant participation in Peace Support Operations primarily in Africa; 
• Localised, episodic requirements in respect of domestic stability; 
• Support to SAPS in anti-crime operations; 
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• Collateral tasks of search and rescue, fire-fighting, essential services, etc. 
  
From these the SANDF's requirements have been developed including a Core 

Defence Force Capability, which leads to the capabilities and requirements.  These 
requirements have been categorised into strategically essential and non-strategically 
essential.  The latter are further divided into international sourcing and local sourcing. 

 
There are six technology and capability areas that are regarded as strategically 

essential, and that are common to the mode of warfare of both advanced and 
underdeveloped countries and also are common across the four arms of service of the 
SANDF.  They are: 

 
• Logistical support, repair and maintenance of equipment and systems; 
• Systems integration; 
• Command, Control and Communication systems; 
• Sensors, signal processing and data processing; 
• Combat systems software and support;  and 
• Project management. 

 
The scan also describes the need to establish and maintain a Defence Technology 

Base (DTB), in which various strategies are described for retaining the strategically 
essential defence technologies and capabilities.  These include R&D projects being 
done in the defence industry, cardinal technology projects, advanced technology 
demonstrators, centres of expertise and a Defence Evaluation and Research Institute. 

 
The spending on R&D work for defence has been declining rapidly over the last ten 

years and is now at a low level of about 15% of the defence acquisition budget.  A 
special Technology Development Fund has been operating to support the low defence 
R&D spend.  The programmes that this fund has been supporting include the following 
eight lead projects: 

 
• Strategic necessities, such as electronic warfare; 
• New technologies for leading-edge armament; 
• Development and retention of capabilities to provide short-term technical support; 
• Consultation on new acquisitions; 
• Extension of the useful life of current systems;  and 
• Upgrading of the performance of current systems. 

  
The focus areas for the future for the national defence include the following areas: 
 

• Integration of systems and the modification of off-the-shelf equipment; 
• Self-protection of weapon systems and personnel against electronic and physical 

threats; 
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• Technology applicable to command, control, communications and computers; 
• Surveillance systems, signal processing, guidance systems and software 

development; 
• Intelligence systems, intelligence gathering, sensors and processing; 
• Navigational systems and identification systems Friend or Foe; 
• Maintenance and battle damage repair;  and 
• Logistics support and outsourcing. 

 
The National Research and Technology Audit identified that the defence industry 

was the section of industry that spent the largest portion of sales on R&D, and was 
also the industry with the highest portion of sales exported in the discrete industry 
sector. 

 
2.5 Research and technology analysis 

 
2.5.1  Crime prevention and criminal justice 

 
By the very nature of the areas of focus of this sector it is not relevant or useful to 

attempt to analyse the work being done in the areas of research and the technologies 
being developed, for either wealth creation or quality of life.  The end result of any, in 
fact all, of the research done in the area of crime prevention and criminal justice is to 
bring about a better quality of life for all, which will indirectly increase the wealth 
creation capabilities of the country as a whole.  However, no research has been done 
on what the impact of a much lower crime propensity amongst the population would 
be on such issues as employment, as the private security industry is one section of the 
economy where employment is increasing. 

 
To review the local situation and compare it with the international scene for 

comparative advantage is also not helpful.  There can be no comparative advantage of 
any situation with regard to crime, only comparative disadvantage and unfortunately 
this appears to be large.  The allocation of scarce resources to deal with the crime 
situation, which is also causing the country to lose resources in both people and funds, 
is an even greater drain than the figures tend to suggest. 

 
Research is being done mainly in the areas of process, procedures and systems, 

from which little in the way of new technology will come.  Also, much of the research is 
the collection of data and analysis thereof in order to better understand aspects of the 
causes and location of criminal acts. 

 
In fact most of the technology development is probably in the private security 

industry, which results in company intellectual property that is therefore not publicly 
available.  This work and these developments are mainly in the areas of protection of 
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property and persons and do not reduce the causal mechanisms that exist to drive 
offenders. 

 
2.5.2  Defence 

 
Given the amounts involved, the R&D focuses on applied rather than basic research.  

It is strongly driven by user requirements and decided by the strategic necessity for 
secrecy within the country.  The area in which this applies has been clearly established 
in six technology areas, which have been identified as being strategic. 

 
It is questionable whether any of the defence research and technology development 

makes any contribution to quality of life, except when the country is suddenly under 
threat.  With regard to wealth creation there is no doubt that despite what some may 
think, there is a direct benefit in wealth creation, when the alternative of importation is 
considered.  As stated, as a result of investment in defence-directed research and the 
development of technologies, a thriving export market has also been created. 

 
The competitiveness of the defence technologies developed locally is primarily 

based on the uniqueness and technology of the products or processes, with some 
measure of support in the area of cost-competitiveness in high-technology systems.  
One of the comparative advantages is the ability to develop systems and subsystems 
faster and less costly than is done internationally.  But this only applies in those areas 
where competence has been maintained. 
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Chapter 3: 
Situational Analysis of South Africa's 
Current Status 

 
 

3.1 SWOT definition 
 
A situational analysis of the current status in South Africa of the Crime Prevention, 

Criminal Justice and Defence sectors was completed by way of a 'Strengths, 
Weaknesses, Opportunities and Threats' (SWOT) analysis of these areas. 

  
The SWOT analysis is an attempt to do a situational analysis consisting of an 

external environment analysis and an internal profile of the sector using the 
International Study, the Local Scan and the expertise of the individual members of the 
working group as the inputs.  The aim is to match the environmental threats and 
opportunities with the weaknesses and strengths of the sector, to identify relationships 
between these factors and to use this as a base to develop strategies for the future role 
of research, science and technology in the sector. 

 
3.2 SWOT methodology 

 
The members of the SWG were divided into three smaller groups, each group 

dealing with one of the three areas covered by the sector, that is Crime Prevention, 
Criminal Justice and Defence. In group discussions the members listed all the 
strengths, weaknesses, opportunities and threats they could individually identify as 
relevant within their section of the sector.  These were then all listed, and by a process 
of elimination the members of the small group identified the ten most important 
aspects of each attribute.  These ten aspects from each group were, in plenary, 
presented to the whole working group, listed and combined into groups within each of 
the attributes.  The resulting table of SWOT that was developed for this sector is shown 
in the boxes on pages 22 and 23.  (The headings for each group were added later as a 
brief descriptive leader for each group.)   

 
3.3 Situational assessment 

 
Strengths and weaknesses are the internalities of the present situation within the 

country.  Opportunities and threats are the externalities of the future situation, not 
only within the country, but also expected from outside the borders.  The analysis 
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attempts to identify what strengths there are to meet the opportunities and the threats 
of the future, and what weaknesses are going to be challenged or shown up by these 
threats and opportunities.  The following table of strengths, weaknesses, opportunities 
and threats is to be used as a guide for the analysis that follows. 

 
3.3.1 Opportunities and the strengths to fulfil them 

 
The opportunities that are likely in the defence industry and the use of resources 

and capabilities can be seen to be met by technological strengths and the expertise 
strength.  Opportunities presented needing knowledge and technology should be 
exploited out of the strength of expertise identified and the Justice strength.  The 
opportunities for the community are met with strengths in the private sector and 
communities.  The information and intelligence opportunities can be met with the 
strengths of information identified.  This identifies that there are areas of strength to 
address all the areas of opportunities, confirming the realisation that the potential for 
solutions to future opportunities is within our own hands within the country. 

 
Strengths, Weaknesses, Opportunities and Threats Summary 
 
 

OPPORTUNITIES: 
 
Group OA: Information and intelligence 
1  Single sourced information sharing through interlinked databases 
2  Defence C4I2 to fight organised crime 
3  Intelligence gathering 
 
Group OB: Defence industry 
1  SANDF requirement for strategic independence 
2  Industrial participation 
3  Regional need 
4  Creation of export business 
5  Spin-offs from defence technology 
 
Group OC: Knowledge and technology 
1  Setting up of 'pockets of excellence' (best practice models) 
2  Need for high tech hub and centres of excellence 
3  'Smarter' methods of operation — use of operational research and analysis 

tools 
4  Use technologies to make CJS  more efficient 
5  Utilise strong science and technology community 
6  Promoting efficient and effective CJS 
7  Draw on capabilities in defence industry to assist CJ process 
 



 35

Group OD: Community 
1  Increased community and NGO involvement and partnerships in CJS 
2  Cooperative governance 
3  Draw on cultural diversity to develop alternative legal justice options 
4  Conflict resolution training/ alternatives to violence 
5  Reducing repeat victimisation and promoting victim empowerment 
6  Break poverty trap 
7  Job opportunities for young people/ex-offenders 
 
Group OE: Resources and capabilities 
1  Use local resource and capabilities 
  
THREATS: 
  
Group TA: Economy and industry 
1 Problematic implementation of IP 
2  Economic decline and unemployment 
3  Economic decline 
 
Group TB: Coordination 
1  Lack of security coordination 
2  Poor foreign policy 
3  Lack of cooperative governance and policy 
4  Perceived inability to implement security policies 
 
Group TC: Society response 
1  Call for draconian measures undermines the rule of law in SA 
2  Public pressure (lack of time) 
3  Society taking law into own hands 
4  Media sensationalism of crimes undermines CJS 
 
Group TD: Human resources and capacity 
1  Lack of capacity of SAPS 
2  Lack of career prospects in defence and security sectors 
3  Lack of border control 
4  Overloaded system caused by high crime rate 
 
Group TE: Morals and ethics 
1  Degradation of value system 
2  Culture of violence 
3  Organised crime syndicates/gangs 
4  Corruption undermines integrity of system 
5  Corruption 
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Group TF: Science and technology shortfall 
1  Lack of understanding of benefits of technology 
2  Underutilisation of S&T in crime investigation 
3  Underinvestment in defence and security R&D 
 
Group TG: Technology applications 
1. Available technology used against CJS and defence 
 
 

Strengths, Weaknesses, Opportunities and Threats Summary 
 

STRENGTHS: 
 
Group SA: Technological 
1 Technology available 
2 Established and diversified technology and industrial base 
3 Government commitment to retain technical capabilities 
4  Capability to design, integrate, operate, support and upgrade systems 
5 Good existing capabilities in observation, surveillance, intelligence, EW, C4I, 

etc. 
6 Known niche products e.g. mine clearance, observation, artillery 
 
Group SB: Expertise 
1 First world skills in an African context 
2 Small cores of skilled resources 
3 Ability to provide solutions for local conditions 
4 Research  and expertise in NGOs 
5 Wide scope of experts 
 
Group SC: Private sector and communities 
1 Community policing, sector policing, CPF's 
2 Private sector involvement and commitment 
3 Legal, alternative justice options being introduced 
4 Communities are organised 
5 Involvement of NGOs and private sector in CJS 
 
Group SD: Cooperation 
1 Multi-agency approach e.g. NCPS 
2 NCPS provides cooperative government 
3 Integrated information system plan (IJS) 
 
Group SE: Information 
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1 Centralised and comprehensive data bases e.g. fingerprints, criminal records, 
motor vehicle records 

2 Various databases 
 
Group SF: Justice 
1 Independent judiciary 
2 Commitment to justice and acceptance of need to improve CJS 
 
 
WEAKNESSES: 
 
Group WA: Resources and systems 
1 Skewed spending on manpower to capital in SANDF 
2 Inefficient and outdated systems in both criminal justice and defence 
3 Incoherent strategic management 
4 Insufficient purpose-designed infrastructure, e.g. prison capacity 
5 Lack of and ineffective utilisation of resources 
6 Lack of understanding and use of S&T 
7 Lack of technological, logistical and administration support 
8 Force design for primary role only 
 
Group WB: Coordination and programmes 
1 Poor coordination between and within CJS departments 
2 Lack of holistic approach to policing and security functions 
3 Address symptoms not the causes 
4 Lack of creative sentencing options 
5 Lack of re-integration programmes 
 
Group WC: Human resources 
1 Insufficient trained, motivated and experienced staff (deadwood) 
2 Corruption 
3 Lack or experience in specialised services 
4 Poor skills of SAPS 
5 Insufficient management capacity 
6 Loss of skilled people 
 
Group WD: Community 
1 Lack of community participation and victim unfriendly system 
2 Community mistrust of SAPS 
3 Role models of public figures 
 
Group WE: Transition 
1 Issues relating to transition/transformation 
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Group WF: Defence industry 
1 Small and diversified defence industry 
2 Decline in local industry infrastructure 

3.3.2 Threats and the strengths to meet them 
 
The threat presented by the economy and industry cannot be met by any of the 

strengths of this sector.  They obviously have to be addressed elsewhere.  The threat 
of lack of coordination can be met by the strengths being identified in this area shown 
in cooperation.  The threat of negative social response can be addressed by the 
strengths of the private sector and communities themselves.  The lack of human 
resources and capacity should be met by the strength of the expertise identified.  Both 
the threat of a shortfall in science and technology and the application of technology 
will have to be met by the technological strengths and the expertise.  There is no 
identifiable strength that will be able to deal with the threat of morals and ethics.  This 
also will have to be dealt with elsewhere, and the solution to the threat is not seen to 
be a part of this sector. 

 
3.3.3 Opportunities and the weaknesses that are likely to hinder them 

 
Those opportunities that are likely to be missed because of weaknesses in the 

situation are in the defence industry and are going to be affected by the weaknesses of 
the defence industry and human resources.  This human resource weakness is also 
going to affect the opportunities that will be presented to the knowledge and 
technology opportunities.  The opportunities for the community are going to be 
severely affected by the weaknesses of that same community. 

 
3.3.4 Threats and the weaknesses that will support them 

 
The threats of the economy and industry identified are going to be further affected 

by the weaknesses of the transition and the defence industry.  The threat of a lack of 
society response is going to further be supported by the weakness of both the human 
resources and the community.  The weakness in human resources and coordination 
and programmes of action are going to further compound the perceived threat of lack 
of human resource and capacity.  The last two groups of threats, science and 
technology shortfall and a lack of technology applications are going to be consolidated 
by the weaknesses of resources and systems.  The threats of poor coordination and 
the threat of the problem of morals and ethics do not seem to have any identified 
weaknesses supporting the threats. 

 
3.3.5 Threats with no strengths to deal with them 

 



 39

While there appears to be strengths to meet all the potential opportunities, this is 
not the case with meeting the potential threats.  There are no strengths within the 
sector to deal with such threats as the economy and industry and the morals and 
ethics of society.  These obviously will have to be dealt with outside of this sector. 

 
3.3.6 Defence and crime attributes 

 
Only two of the groups of strengths are in the defence family — these being 

technological and expertise.  All the other groups of strengths are in the crime section.  
This is similar to the weaknesses, where defence is in two groups, resources and 
systems and defence industry. 

 
However, there are more opportunities for the defence family in that it has 

opportunities in four groups, namely information and intelligence, knowledge and 
technology, the defence industry and resources and capabilities.  Crime has 
opportunities in all groups except defence industry. 

 
While crime is involved in all the threat groups, defence is involved in all except two 

— society response and morals and ethics threats. 
 

3.4 Research, science and technology 
 
Technological strengths lie mainly within the defence sector and hence they are in 

those groupings primarily based on defence strengths — technological and expertise.  
Technology is not perceived to be a significant weakness in this sector.  However, 
there are threats looming as a result of a shortfall in science and technology as 
identified in the two groups, science and technology and technology applications. 

 
Opportunities abound for technology, which is the basis of three groups of 

opportunities, that is information and intelligence, defence industry and knowledge 
and technology. 

 
The above analysis identifies that while technology is not perceived as a serious 

weakness at present, it could, if not given enough attention, become a significant 
threat to the resolution of the weaknesses of this sector, and also limit its ability to 
achieve the potential opportunities. 

 
Research is relevant in just about all areas of this sector as so little is known about 

the realities of crime and the social aspects of it.  Research for technological 
development is almost exclusively in the defence section.  More appropriate solutions 
may be found elsewhere and should come out of research in those areas. 
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Chapter 4: 
Scenario Thinking 

 
 

4.1  Macroscenarios 
 
Macroscenarios are a part of the strategic planning exercise to assist in the 

activities of this Research and Technology Foresight project.  The main objective of this 
project is to identify technology and market opportunities that are likely to generate 
maximum benefits for South Africa in the next twenty years.  These scenarios were 
useful for us to identify the key concerns of the SWG members and improve the quality 
of strategic conversation, creating a common language for discussion about the future. 

 
Four scenarios were developed characterising the road to 2020.  A scenario called 

The Frozen Revolution highlights the effect of the non-implementation of government 
policy intended for socio-economic upliftment, so that the masses are left dissatisfied 
and key players are fragmented and individually focused.  The next scenario, The 
Innovation Hub, describes how South Africa's comparatively developed infrastructure 
creates opportunities for strategic regional development.  The third scenario, called 
The Global Home, is about government embracing global liberalisation and facilitating 
private sector empowerment to respond to global market forces, in line with global 
trends and opportunities.  The last scenario, called Our Way is The Way, depicts South 
Africa's perceived ability to challenge the conventional route to globalisation by 
rallying developing countries' support for the development of a significant South-
South economic bloc.  This approach results in isolation by the developed world. 

 
These stories about the future were used by the SWG to develop sector scenarios, 

which enabled the sector working group members to generate strategies for their 
respective sectors and to test the robustness of these developed strategies. 

 
Whilst the intention of developing these scenarios was aimed at the NRTF exercise, 

it is hoped that they will generate debate about the road to the future and provide 
some guidance for various organisations when they set strategic directions for their 
organisations.  Descriptions of these macroscenarios are listed in the Appendix 2, 
while more detailed information is available in a separate publication. 

 
4.2  Key uncertainties 

 
4.2.1  Process 
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The SWG members worked in three small groups, one for each section of the sector.  
Each member listed his or her individual areas of concern, which were listed.  Then the 
group voted on which were of the greatest concern to the group as a whole.  The ten 
key concerns identified were then listed in plenary, where they were sorted to the two 
variables of importance and unpredictability.  From this, a chart was drawn with the 
most important and most unpredictable in the upper right quarter of the chart.  The 22 
uncertainties in this section were listed as the key uncertainties of this sector.  

 
4.2.2  Key uncertainties 

 
The key uncertainties that were identified were refined to 15 as a number of them 

were conceptually very close.  The following were seen as the important key 
uncertainties of this sector in the years ahead: 

 
• Economic growth 
• Globalisation of business/institutions (both defence and crime) 
• Unemployment 
• Colombianisation 
• Corruption 
• Conflict scenarios and threats 
• National security policy 
• Respect for laws and CJS 
• Crime rate, crime diversity 
• Financial resources for dealing with crime and defence needs 
• Human resources for technology 
• CJS capability and capacity 
• Technology 
• Victims' witnesses and offenders' rights 
• Ability and intent to address root causes of crime. 

 
As can be seen from the list, technology is seen as a key uncertainty in only two 

items on the above list— technology itself and the human resources for dealing with 
the technology of the future. 

 
4.3  Sector scenarios 

 
The SWG then examined each of these key uncertainties and identified possible 

scenarios for each one of the four scenarios, attempting to cast a view into the future 
to 2020.  These views were then captured and refined into a descriptive table, shown 
as Appendix 2  This table was developed to attempt to include a range of possibilities 
for each key uncertainty, and is not a table of what will happen, but what could 
happen. 
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Using this table as a guide, a scenario narrative was written for each of the four 
scenarios.  These scenario narratives are included as Appendix 3. 

 
4.4  SWOT analysis of the scenarios 

 
A situational analysis of each of the four scenarios highlighted many of the 

problems of the present situation in being competent to deal with the possible futures.  
The listing of the analysis is shown in Appendix 4, according to the opportunities, 
threats, strengths and weaknesses for each scenario.  

 
An examination of each of these clearly illustrates different perceived directions of 

the scenarios.  However, only a few of the matters listed are relevant to technology, 
much of it related to the skills to innovate and apply it.  They range from 'small cores 
of excellence' in Frozen Revolution, to 'large number of innovative people' in 
Innovation Hub to 'well-developed technology implementation skills' in Our Way is the 
Way.  Meanwhile, in Global Home, there is seen to be 'capacity for S&T diminished' as a 
weakness, whereas Frozen Revolution will have 'lack of skills to use and understand 
S&T'. 

 
 
With regard to the structure of the S&T system, the Frozen Revolution strength is 

the present 'existing S&T industrial base'.  In Global Home there will be dependence on 
'access to international technology and investments,' while in Innovation Hub there will 
be 'better management structures for national technology development'.  An 
appropriate technology base is seen as the strength in Our Way. 

 
In the overall crime scene, the role of technology and new innovations is not seen as 

a significant player in the development of the future in improving the quality of life, by 
reducing the crime situation. 
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Chapter 5: 
Survey, Analysis and Results 
 Crime Prevention and Criminal Justice 
 

The survey is a core part of the Foresight process.  It is a consultation process that 
attempts to assess and evaluate the issues that have been identified by the process.  It 
is to test the thinking of the future by the sector stakeholders.  These stakeholders are 
knowledgeable people or experts in the sector, who have been identified by the co-
nomination and consultation process supplemented by people identified by the 
members of the sector working group.  All the people to whom the survey was sent 
and who then returned completed surveys are regarded as the 'Stakeholder Group'. 

 
The expectation is that the responses to the questionnaire will make a major 

contribution to the identification of those topics or issues that are considered likely to 
contribute to an improvement in the economic growth and the quality of life of all the 
people of South Africa over the next twenty years, by way of increased safety and 
security. 

 
5.1  Survey methodology 

 
The concept of the survey was based on similar work that had been done by the 

Fraunhofer Institute in Germany. A number of topics are tested against a number of 
variables.  The variables selected are the same for all sectors in the Foresight project, 
and hence are not necessarily the optimum for this sector. 

 
The respondents are asked to give their views on the range of topics selected by the 

sector working group.  This is to be followed by a second round in which the 
respondents are given an opportunity to review their response in the light of the 
collective opinions expressed in the first round.  This makes it possible to give greater 
significance to those who claim to have a high level of confidence in their responses.  
This method has been used for over 30 years and is the basis of successful overseas 
foresight programmes and many similar studies. 

 
5.2  Survey process 

 
5.2.1  Survey format 
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During a number of workshops, the Foresight team developed the format of the 
survey and the variables that were used.  The difficulty was to come up with a standard 
list of variables that would be most meaningful to all the sectors of the project.  The 
basis of the variables was an attempt to include questions of where technology in 
South Africa is at present, how important it is for the country by way of wealth creation 
or quality of life, and the strategies and timescales for acquiring the technologies. 

 
The survey format made allowance for the respondents to add any comments or an 

alternative statement in a box at the end of each topic row. In addition the 
respondents were invited to propose new topics at the end of the questionnaire.  

 
5.2.2  Survey process 

 
The sector working group developed the statements working in three groups, one 

for each section of the sector.  The groups went through the list of foci and for each 
made a sub-list of the drivers, trends and issues relevant for each of them.  For each 
topic on the sub-list identified, possible opportunities, innovative solutions or 
products/processes/services and technologies, research breakthroughs and 
innovations were identified.  From these the groups developed statements to test the 
relevant research and technology topics listed.  These statements were subjected to 
further refinement before being incorporated into the survey document. 

 
The statements had to meet certain criteria, that is, they had to — 
 

• test only one idea; 
• have a futuristic element; 
• be a closed statement; 
• be about 70% focused on research and technology; 
• be about 30% focused on generic and policy issues; 
• include three elements, namely: 

-  an action, 
-  a technology and 
-  an application;  and 

• be able to answer questions like 'why' and 'is it possible?'. 
 
All the statements needed to be one of the following four actions: 

 
• Elucidation: to scientifically and theoretically identify principles or phenomena; 
• Development: to reach a specific technological goal or complete a prototype; 
• Practical use: the first practical use  of an innovative product or service; 
• Widespread use: significant use by a market penetration to a level where a product 

or service is in common use. 
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The survey statements were divided into three groups, namely Crime Prevention and 
Criminal Justice, Defence and Megatrends.  The Megatrends were overall statements, 
produced by the Foresight project, and were included in the surveys of all sectors. 

 
A copy of the survey questionnaire and analysis as it was sent to the stakeholders is 

attached as Appendix 5. 
 

5.2.3  Survey response 
 
About 800 survey questionnaires were sent out to stakeholders and interested 

people.  A notice requesting people in the security industry to participate in the survey 
was distributed with the March edition of the magazine 'Security Focus' and by the 
South African Security Federation to all its members.  A similar request was sent to all 
the companies in the defence industry that are members of AMD. 

 
A total of 123 completed questionnaires were returned to the Foresight offices for 

inclusion in the survey analysis.  However, members of the Department of Defence 
were prohibited by Military Intelligence from completing the survey questionnaires.  It 
was the view of Military Intelligence that the information that members of the 
Department would give might reveal secret information about the state of technology 
and the future expectations within the Defence Force.  To be able to establish the state 
of technology and the future development within the armed forces was obviously one 
of the intentions of the survey.  In light of this control being introduced, a new 
procedure was established and cleared with Military Intelligence. 

 
The Defence Research Centre within Armscor captured the defence information 

returned in the survey questionnaires and analysed it for the Department.  This they 
could do as they have security clearance.  This analysis would then have to be 
approved for clearance by the Department of Defence, including Military Intelligence, 
for incorporation in this Foresight analysis and report. 

 
As a result of this arrangement, all the completed survey questionnaires returned to 

the project were cut into two portions, a Crime and Megatrends portion and a Defence 
portion.  The crime portion was then captured and analysed by the HSRC in a similar 
fashion to all the other Foresight sectors, while the defence portion was given to the 
DRC, to which they added the returns directly from members within the Department of 
Defence. 

 
The number of Crime section questionnaires analysed totalled 74.  It has been 

determined by the Fraunhofer Institute that 30 returns is the minimum required to 
make the results significant, and thus the number obtained in the Crime section is 
sufficient. 
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The frequency of response to each variable for each statement is attached as 
Appendix 5.2. 

 
5.3  Survey results  
 
5.3.1  Analysis of the results 

 
While the maximum number of responses for any topic variable was 74, most of the 

responses were over 70, while the least was at 64, which was for the level of 
confidence for S04 (statement number 4), facial verification system.  This was despite 
having up to 70 responses to the statement variables.  In fact there are a number of 
statements where the lowest response to the variables was the level of confidence.  
Obviously many respondents were happy to express their views but were not sure with 
what confidence. 

 
There is only a slight perceivable fall-off of responses through the survey, which is 

probably due to the fact that only 41 statements needed to be completed. 
 
There were a number of comments, statement S08 (technology to limit firearm to 

authorised user(s)), drew the largest number of comments (10).  It is not surprising 
that this is the statement concerning firearms and their control.  The second most 
comments was for S01 (video, audio and other surveillance of crime hot spots), which 
may have been due to its being the first statement.  The statements that attracted the 
lowest number of comments were S30 (portable AFIS linked, fingerprint technology), 
S36 (digital recording of court proceedings), and S37 (video conferencing in court), 
each of which attracted only one comment each. 

 
Some of the comments clearly indicated that the respondent did not understand the 

technology relevant to the statement, or the comments were not even relevant to the 
topic.  However, many are very relevant and some illustrate the frustration of 
stakeholders in the present situation regarding the crime scene in South Africa. 

 
5.3.2  Importance to South Africa 

 
The Foresight project decided that 'importance to South Africa' would be the main 

variable for the analysis of the survey results by all sectors.  This analysis was 
conducted by way of ranking the responses against the 'importance to South Africa' 
variables, that is in 'wealth creation' and 'quality of life'.  The ranking was done on the 
basis of allocating a value to each of the variables.  The high importance variable was 
regarded as plus one, a low importance as minus one, and medium importance as 
zero.  These values were multiplied by the number of respondents entered in each 
variable and then added together to get a value for both wealth creation and quality of 
life.  These values were used to rank the statements for each of wealth creation (WC) 
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and quality of life (QL) and combining the two.  These variables were also analysed 
against the level of confidence of the respondent. 

 
In all but one of the above analyses one topic came out on top, and that is S20 

(integrity analysis of ID corruption).  Only for all respondents for QL did S01 (video, 
audio and other surveillance of crime hot spots) rank as top.  In all analyses, S05 
(motor cars with armour protection) was ranked last. 

 
Table 5.3.2 below shows the top and bottom rankings of statements derived from 

the analysis of the importance to South Africa.  This table shows the 11 top statements 
ranked by all respondents, irrespective of their confidence in their responses, together 
with the bottom three.  The second part of the table identifies a further three 
statements which are in the top 11 statements ranked by those respondents with a 
high confidence level only, and which are not included in the first 11 statements.  
There is little difference in the rankings by all, high and medium and high confidence 
only responses.  The high confidence respondents put one different statement into the 
bottom three. 
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With this high level of congruity, the 14 statements listed in the table are regarded 
as the 14 statements with the most importance for wealth creation and quality of life in 
South Africa for this sector.  These were used as the top statements in the analysis of 
technology relevant to this sector in the following chapter. 

 
5.3.3  South Africa's competitive standing 

 
The analysis confirms the expectations on where South Africa stands compared to   

other Southern African countries.  For all statements the vast majority were of the 
opinion that South Africa is equal to or ahead of the other countries of the region.  The 
statement with the highest frequency for being equal or ahead is S36 (digital recording 
of court proceedings) at 96%, while the lowest was S08 (technology to limit firearm to 
authorised user(s)) at 82%.  This statement is high on the 'importance to SA' ranking.  
Refer to Table 5.3.3, which shows the details of statements mentioned in the text, 
together with its ranking by importance to South Africa. 

 
Compared to the developing countries, again a vast majority of the respondents 

claimed that South Africa was equal or ahead.  The highest rating for SA being 
equal/ahead was 82% for S40 (medical intervention in criminal behaviour) and S11 
(cash transport system), while the lowest, at 66%, are S01 (video, audio and other 
surveillance of crime hot spots) and S20 (integrity analysis of ID corruption).  
Interestingly, the last two statements are the two that came out on top of the rankings 
in terms of 'importance to SA'. 

 
Compared to the developed countries, in all statements the majority of respondents 

claimed that South Africa is behind.  Forty eight per cent of the respondents ranked 
S11 (cash transport system) and 43% for S05 (motor cars with armour protection) as 
South Africa being equal/ahead.  Note that while S11 (cash transport system) is ranked 
overall at position 4, S05 (motor cars with armour protection) is ranked at the very 
bottom for 'importance to SA'.  The statements declaring that South Africa was lowest 
in standing are S33 (non-lethal incapacitation technology) and S35 (recognition 
systems for ID suspects) both at 10%, and S01 (video, audio and other surveillance of 
crime hot spots), S26 (access to best practice investigation procedures), S28 (simulated 
investigation training) and S29 (portable DNA profiler), all at 11%.  S01 (video, audio 
and other surveillance of crime hot spots) is ranked second in importance and S28 
(simulated investigation training) is ranked in the bottom three in terms of 'importance 
to SA' by the high confidence respondents. 

 
5.3.4  Likely time frame for realisation 

 
The Foresight project has as one of its objectives to attempt to look over the 

horizon to about 20 years into the future.  However, the respondents have indicated 
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that they think that most of the statements (35 out of 41) will have been realised 
within ten years. 

 
The highest support for the five-year time frame was 53% of respondents for S11 

(cash transport system), as shown in Table 5.3.4.  S34 (monitoring of networks for ID 
suspects) was the highest realisation (43%) in the six- to ten-year time frame, and 
joins the previous highest in the top ranking.  S35 (recognition systems to ID suspects) 
was rated highest at 35% for the 11- to 15-year time frame.  Three other statements 
have the highest frequency for this time frame, namely S14 (biometrics and DNA 
identification), S28 (simulated investigation training), and S29 (portable DNA profiler).  
None of these was ranked as being important. 

 
Only S38 (lie detection in court) had the 16- to 20-year time frame as the most 

frequent, 25%, and this statement is ranked in the bottom three.  For beyond 20 years, 
the most popular was S40 (medical intervention in criminal behaviour) with 13%, 
followed by S28 (simulated investigation training) at 11% and S29 (portable DNA 
profiler) with 10%.  None of these is in the top rankings, while two that are in the top 
ranking got no votes for realisation beyond 20 years, these being S10 (installed 
electronic vehicle identification) and S11 (cash transport system). 

 
There was one statement for which 29% claimed it would not happen, namely S05 

(motor cars with armour protection), followed by 21% for S38 (virtual reality evidence 
in court).  Both of these are at the bottom end of the ranking list.  There were four 
statements that everyone was confident would happen, that is S41 (alternatives to 
custodial sentences), S30 (portable AFIS-linked fingerprint technology), S11 (cash 
transport system), and S03 (access technology), as there was no vote for their not 
happening.  Of these three, only S11 (cash transport system) is ranked high in 
importance to South Africa. 

 
Eight of the statements had reasonably flat profiles (less than 29% maximum for any 

period) of which only one, S22 (detection of firearms and ammo in passing vehicles), 
was in the top rankings, while three were the three statements at the bottom of the 
ranking. 

 
There seems to be a large correlation between the later time for realisation and the 

lower ranking in Importance to South Africa.  This could be that the statements were 
not far enough into the future, and were formulated more in response to the present 
situation.  Alternatively, or in addition to it, the respondents are not able to view the 
future beyond the horizon. 

 
5.3.5  Acquisition of technology/capacity 
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The statement that had the highest support for being developed in South Africa, 
was S41 (alternatives to custodial sentences) with 51% support.  However, it is not 
regarded as being important as shown in Table 5.3.5.  However, the second highest at 
49%, S11 (cash transport system), is important.  Only two of the important statements, 
S15 (integrated criminal justice information system) and S11 (cash transport system) 
were regarded clearly as candidates for local development, with three more important 
statements, S20 (integrity analysis of ID corruption), S02 (intelligent intruder devices) 
and S08 (technology to limit firearm to authorised user(s)), enjoying significant 
support. 

 
The statement most likely to be fulfilled by Import complete technology, that is S23 

(container goods identification), is regarded as being important, and has 41% support.  
Together with S22 (detection of firearms and ammo in passing vehicles), and S21 
(smell-based sensors for ID contraband), these are the only three important 
statements that are regarded as being candidates for imported complete technology. 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Acquisition of Technology/ Capacity

Statement
number

Topic Frequency
Joint index

ranking
Develop in South Africa

41 Widespread use of alternatives to custodial sentences 51% 29

11
Widespread use of cash transport systems that incorporate electronic management
and recording of movement in tamperproof containers, so that cash-in-transit  is
secure

49% 4

15
A nat ional integrated criminal justice information system makes it possible for all
related information on await ing trial prisoners to be available to the prosecut ion
authorities

45% 3

20 Development of a system of integrity analysis for the identification of corrupt ion 37% 1

02
Intelligent intruder devices reduce the reliability of human intervention for the
act ivation of security systems (e.g. alarm, surveillance, access systems), thereby
signif icant ly decreasing the personal risk to individuals and bystanders

29% 6

08
Development of a technology that limits the use of a firearm to the registered
authorised user

32% 9

Import complete technology/capacity

23
Widespread use of a system of “ seeing”  and ident ifying all the goods in a container
as it  passes through a port of entry or exit

41% 8

22
Widespread use of a portable system that detects the existence of a firearm,
ammunition or explosives, in a passing motor vehicle

34% 17

21
Development of sensors to replace dogs in the ident if icat ion of contraband (i.e.
illegal drugs and explosives)

31% 28

Engage in joint ventures

29
Elucidat ion of the technology for a portable instrument to analyse DNA evidence at
the scene of a crime

42% 34

27
Development of tamper proof and legally accepted electronic evidence used as a
basis for criminal court proceedings

41% 25

14
Widespread use of biometrics and DNA ident if icat ion systems to create a national
database of all citizens of South Africa

39% 31

03
Innovative access technology (such as visual imaging systems and other unique
ident if iers) control access to data systems, thus effectively restrict ing the abuse and
illicit  manipulation of data by unauthorised individuals

39% 12

Customise existing technology

13
All motor vehicle life histories (incorporating such details as ownership, f inancing,
insurance, traff ic offences, accident and license) are on a central data system, with
widespread public access to the information

25% 22

01
Widespread use of visual,  sound and sensory surveillance to monitor crime hot
spots and crime sensit ive areas

24% 2
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The four highest rated Engage in joint venture statements are all regarded as not 

being important.  However, the preferred mode of technology acquisition for most of 
the important statements is by way of engaging in joint ventures.  

 
Customise existing technology is rated highest for statement S13 (vehicle central 

information system).  Of the important statements, S01 (video, audio and other 
surveillance of crime hot spots) was rated highest for customisation. 

 
The high support for joint ventures may be due to our coming out of the technology 

cocoon and the international scene becoming more available.  With regard to the 
statement that covered technology in respect of which the US is supporting its 
development in South Africa, S21 (smell-based sensors for ID contraband), the high 
confidence respondents felt the technology should either be imported or we should 
engage in joint ventures. 

 
5.3.6  Key constraints 

 
Each respondent was requested to identify up to three constraints that are the most 

important in inhibiting the ability of South Africa to achieve the topic statement.  
However, the frequency of response does not indicate the perceived relative 
importance of the constraint.  Table 5.3.6 illustrates the statements and response 
frequencies of the key constraints.   

 
In all but two of the most important statements, Technology is rated as one of the 

top three constraints to the fulfilment of the statement.  In two statements, S23 
(container goods identification) and S22 (detection of firearms and ammo in passing 
vehicles), it is regarded as the top constraint.  Only in statement S15 (integrated 
criminal justice information system) is technology not regarded as an important 
constraint. The statement with the highest frequency for technology constraint is S22 
(detection of firearms and ammo in passing vehicles) at 74% followed by S29 (portable 
DNA profiler) at 71%.  Four more important statements, S10 (installed electronic 
vehicle identification), S23 (container goods identification), S09 (product nanochip 
identification) and S21 (smell-based sensors for ID contraband), all of which have an 
above-60% frequency for technology as a constraint, follow this. 

 
 Key Constraints

 
 
 

Stat
mber

Topic Frequency
Joint
index

ranking

ement
nu

Technology

23
Widespread use of a system of “ seeing”  and ident ifying all the goods in a container
as it  passes through a port of entry or exit

65% 8

22
Widespread use of a portable system that detects the existence of a firearm,
ammunition or explosives, in a passing motor vehicle

74% 17

15
A nat ional integrated criminal justice information system makes it possible for all
related information on await ing trial prisoners to be available to the prosecut ion
authorities

36% 3

21
Development of sensors to replace dogs in the ident if icat ion of contraband (i.e.
ille

60% 28
gal drugs and explosives)
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Key Constraints

Statement
number

Topic Frequency
Joint
index

ranking
Human Resources

15
A nat ional integrated criminal justice information system makes it possible for all
related information on await ing trial prisoners to be available to the prosecut ion
authorities

51% 3

10
The widespread use of installed electronic vehicle ident if ication technology with
both read and write capability in new motor vehicles

14% 10

12
Practical use of links between the customs systems and movement control systems
to enable the correlat ion of information with regard to persons and goods,
improves intelligence gathering and crime combating

38% 5

02
Intelligent intruder devices reduce the reliability of human intervention for the
act ivation of security systems (e.g. alarm, surveillance, access systems), thereby
signif icant ly decreasing the personal risk to individuals and bystanders

25% 6

21
Elucidat ion of the technology for a portable instrument to analyse DNA evidence at
the scene of a crime

30% 28

R&D Infrastructure

11
Widespread use of cash transport systems that incorporate electronic management
and recording of movement in tamperproof containers, so that cash-in-transit  is
secure

28% 4

28
Pract ical use of virtual reality simulator training enables technology to play a
significant role in the training of personnel for crime invest igat ion

28% 33

29
Elucidat ion of the technology for a portable instrument to analyse DNA evidence at
the scene of a crime

26% 34

26
Development of technology to support access to formatted crime invest igat ion
procedures and best practices to aid the gathering and ordering of evidence

26% 27

10
The widespread use of installed electronic vehicle ident if ication technology with
both read and write capability in new motor vehicles

26% 10

Policy

32
Widespread use of electronic tagging and monitoring of people to ensure
adherence to parole or bail conditions, as an alternat ive to detention in custody

61% 26

41 Widespread use of alternatives to custodial sentences 61% 29

17
Widespread use of a victim-centred information system, within the Criminal Just ice
System, enables victims to track the judicial process and the subsequent movements
of offenders (e.g. when bail hearings are due, release from custody, on parole etc.)

57% 19

A nat ional integrated criminal justice information system makes it possible for all
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Only S05 (motor cars with armour protection) got a frequency rating above 50% in 
Market as a constraint.  S10 (installed electronic vehicle identification) and S09 
(product nanochip identification), at 30% and 29% respectively, are the two important 
statements that are seen as revealing significant constraints due to the market. 

 
Statement S15 (integrated criminal justice information system) has the highest 

frequency, namely 51% mentions, of all statements for Human Resources as the 
potential constraint, while S10 (installed electronic vehicle identification) has the 
second lowest at 14%.  The other important statements in respect of which HR is seen 
as a major constraint are S12 (links between custom systems), S02 (intelligent intruder 
devices) and S21 (smell-based sensors for ID contraband). 

. 
In general the Research and Development Infrastructure was perceived to be the 

least popular constraint.  The statements with the highest frequency were S11 (cash 
transport system) and S28 (simulated investigation training), both at 28%, followed by 
S29 (portable DNA profiler), S26 (access to best practice investigation procedures) and 
S10 (installed electronic vehicle identification) at 26%. 
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Policy as a constraint in this sector is reasonably important with two statements, 
S32 (tagging parole/bail accused) and S41 (alternatives to custodial sentences) having 
61% frequencies and S17 (information system for victims) at 57%.  However, the only 
important statement that is perceived to have policy as a constraint is S15 (integrated 
criminal justice information system) at 56%.  Statement S11 (cash transport system) 
has the third lowest perception of policy as a constraint at 15%.  However, in nine of 
the 14 most important statements, policy is regarded as the second or third most 
likely constraint. 

 
While Social/Cultural is an important constraint to many of the statements, 

particularly S41 (alternatives to custodial sentences) and S40 (medical intervention in 
criminal behaviour) at 60% and 50% respectively, it is not seen as a major constraint for 
any of the important statements for wealth creation and quality of life. 

 
Financial is the most frequent cause of constraint to the fulfilment of the statement.  

This is particularly so in those statements calling for widespread use of the technology, 
and where it needs to be funded by the state.  Those with widespread use not likely to 
be funded by the state are not so high on this constraint.  Examples are S01 (video, 
audio and other surveillance of crime hot spots) at 89% and S23 (container goods 
identification) at 83%, which are both statements in respect of which the state has 
responsibility, while in S10 (installed electronic vehicle identification) and S24 (video 
checking against database of suspects), where the private sector would fund them, the 
financial constraints get a lower frequency rating (75% and 72% respectively).  In 
statement S08 (technology to limit firearm to authorised user(s)), Financial is only the 
third highest constraint behind Technology and Policy. 

 
There are seven statements, S08 (technology to limit firearm to authorised user(s)), 

S14 (biometrics and DNA identification), S22 (detection of firearms and ammo in 
passing vehicles), S25 (lie detection in crime investigation), S32 (tagging parole/bail 
accused), S40 (medical intervention in criminal behaviour), and S41 (alternatives to 
custodial sentences), where financial is not recorded as the most frequently perceived 
constraint.  Two of these, S08 and S22, are in the most important list of statements. 

 
5.3.7 Confidence level of respondents 

 
The respondents were requested to indicate their confidence in their responses as 

either High, Medium or Low Confidence.  For ten of the statements the High 
Confidence was the most frequent, of which two of these statements, S15 (integrated 
criminal justice information system) and S34 (monitoring of networks for ID suspects), 
are regarded as important statements, as shown in Table 5.3.7.  Interestingly, it is in 
the subsection of 'apprehension' that most of the highest levels of High Confidence are 
recorded.  One hopes this is not the experience level of the respondents. 
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Key Constraints

Statement
number

Topic Frequency
Joint
index

ranking
Financial

01
Widespread use of visual,  sound and sensory surveillance to monitor crime hot
spots and crime sensit ive areas

89% 2

23
Widespread use of a system of “ seeing”  and ident ifying all the goods in a container
as it  passes through a port of entry or exit

83% 8

10
The widespread use of installed electronic vehicle ident if ication technology with
both read and write capability in new motor vehicles

75% 10

24
All banking halls are equipped with continuous digital video checking against a
database of suspect persons

72% 11

08
Development of a technology which limits the use of a firearm to the registered
authorised user

44% 9

14
Widespread use of biometrics and DNA ident if icat ion systems to create a national
database of all citizens of South Africa

44% 31

22
Widespread use of a portable system that detects the existence of a firearm,
ammunition or explosives, in a passing motor vehicle

74% 17

25
Widespread use of legally acceptable and foolproof lie detector technology to
assess evidence during investigations of criminal cases

45% 32

32
Widespread use of electronic tagging and monitoring of people to ensure
adherence to parole or bail conditions, as an alternat ive to detention in custody

58% 26

41 Widespread use of alternatives to custodial sentences 37% 29

40
Medical science makes it possible to intervene medically in specif ic criminal
behaviour

46% 37

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table 5.3.7 

 
Confidence level of respondents

Statement
number

Topic Frequency
Joint
index

ranking
High Confidence

15
A nat ional integrated criminal justice information system makes it possible for all
related information on await ing trial prisoners to be available to the prosecut ion
authorities

49% 3

34
Practical use of systems for interrogat ion and monitoring of information networks,
such as electronic banking transactions, public area CCTV and telephone networks
to recognise and apprehend wanted persons

43% 16

Low Confidence
05 30% of all new luxury motor cars sold are armour protected 25% 41
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The statement with the highest number of Low Confidence responses is S05 (motor 
cars with armour protection) at 25% of respondents.  This statement is the lowest 
ranked statement in the importance ranking. 

 
5.4 Summary of survey analysis 

 
A process was used to develop a number of statements that were representative of 

Crime Prevention and Criminal Justice, aimed at the subjects for future research and 
technology.  The frequency of responses from a group of stakeholders was analysed 
and ranked in a manner prescribed by the Foresight project, to obtain those 
statements which were perceived to be the most important to South Africa by way of 
wealth creation and improvement of quality of life. 

 
There has been some discussion on the relevance of this ranking to this sector.  The 

question is raised because a statement may be very important in regard to quality of 
life but in a negative sense.  In addition, the prime objective of the activities of this 
sector is not necessarily wealth creation or even quality of life directly, but safety and 
security for the citizens of the country.  For wealth creation one regards this as added 
value.  This creates a paradox, as more crime could cause more added value in the 
private security industry, but is not what is important to the country. 

 
However, using the analysis of wealth creation and quality of life, 14 statements 

were selected as being the most significant, and they are listed in Table 5.4.  Of these 
14 statements, two are in physical protection, four in the asset protection subsection, 
two in information and data management, five in detection and one in apprehension. 

 
Table 5.4 
 

Characteristics of the 14 important statements

 
 

Statement
number

Topic
Joint
index

Time to
realisat ion

Technology
acquisit ion

Con-
straints

 01
Widespread use of visual, sound and sensory surveillance to
monitor crime hot spots and crime sensitive areas

2 6-10 E F T P

 
 
 

02

Intelligent intruder devices reduce the reliability of human
intervent ion for the activat ion of security systems (e.g.
alarm, surveillance, access systems), thereby signif icantly
decreasing the personal risk to individuals and bystanders.

6 < 5 ED F T HR

 
08

Development of a technology which limits the use of a
firearm to the registered authorised user

9 6-10 ED T P F

 09
All items of value have an ident if icat ion nanochip installed
during manufacture, which prevents illegal removal from
stores

7 6-10 E F T M

 
 

10
The widespread use of installed electronic vehicle
identificat ion technology with both read and write capability
in new motor vehicles

10 6-10 E F T M

 
 

11
Widespread use of cash transport systems that incorporate
electronic management and recording of movement in
tamperproof containers, so that cash-in-transit is secure

4 < 5 D F T RD

 
 

12

Practical use of links between the customs systems and
movement control systems to enable the correlat ion of
information with regard to persons and goods, improves
intelligence gathering and crime combat ing.

5 6-10 E F T HR

 15
A national integrated criminal just ice information system
makes it possible for all related information on await ing trial
prisoners to be available to the prosecut ion authorities.

3 6-10 D F P HR

20
identification of corrupt ion

1 < 5 DE F T P
Development of a system of integrity analysis for the

21
Development of sensors to replace dogs in the identificat ion
of contraband (i.e. illegal drugs and explosives)

28 < 5 EI F T HR

22
Widespread use of a portable system that detects the
existence of a f irearm, ammunit ion or explosives, in a
passing motor vehicle

17 6-10 IE T F P

23
Widespread use of a system of “ seeing”  and ident ifying all
the goods in a container as it  passes through a port of entry
or exit

8 < 5 I F T P
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All the important statements have a median time for realisation of less than ten 
years, with six having less than five years.  In fact a number of the statements refer to 
technologies that are already or nearly in place.  The analysis of the time for realisation 
responses by the stakeholders shows that the less likely a statement item contributes 
to wealth creation or quality of life, the longer the time realisation. 

 
The results indicate that in most cases (9 out of 14) the technology/capacity should 

be acquired by way of joint ventures, while in only three cases is 'Develop in South 
Africa' dominant.  Two of the statements show 'Develop in South Africa' as a close 
second-best method.  The high support for joint ventures may be due to our coming 
out of the technology cocoon with internationalisation becoming much more available. 

 
All except two of the important statements have 'financial' as the most frequent 

constraint.  This is followed by 'technology' in ten of the 14 statements, indicating that 
there is a considerable need for technology to meet the demand for fulfilling the 
mission of this sector.  The third most frequent constraint for this group is 'policy', 
indicating the high level of government involvement in the fulfilment of these 
statements in this sector.  

 
Of the 14 important statements, eight are about widespread use, three about 

practical use and three about development.  There are no elucidation statements in 
this group, but statement S20 (integrity analysis of ID corruption) probably should 
have been regarded as an elucidation, as the basic invention and the technologies to 
be used have not been identified yet. 
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Chapter 6: 
Identification of Key Research and 
Technologies and 
Recommendations 

 
6.1 Methodology 

 
The objective is to identify technology themes and subgroups that are relevant to 

the future Research and Technology needs of this sector, in fulfilment of the mission 
of this sector in the Foresight Project.  The mission was 'to identify research and 
technologytrends, requirements and strategies, which will contribute to creating safer 
communities and promote security'.  In Chapter 5 the survey process was described 
along with the outcomes of the analysis, which identified 14 statements as being the 
most important statements in respect of wealth creation and quality of life in South 
Africa. 

 
Each of the 41 survey statements was analysed into the key specific technologies 

that were assessed as being significant to the statement.  These technologies were 
then analysed into a functional classification as described by Prof. Rias van Wyk.  This 
identified the aspects of technology handled against the ways of handling, using the 
nine-cell classification shown in Table 6.1. 

  
Table 6.1. 

 
 
 
 
 
 

Nine-cell classification of technological functions
Issues handled

Matter Energy Information
Process

TransportWays of handling
Storage

 
While the limitations of this analysis are accepted in that it is not a strict taxonomy, 

it did enable the working group to identify the key technologies in each statement.  
These key technologies were then grouped into technology themes, technology areas 
and technology sub-areas.  These were entered into a mind map for a clear 
understanding of the outcomes. 

 
The 14 important statements, as identified in the previous chapter, were then 

evaluated for their respective level of attractiveness and feasibility.  Attractiveness is an 
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assessment in terms of relevance to achieving the mission statement.  Feasibility is 
based on whether the technology exists, the cost of development and the constraints 
indicated in the survey responses that militate against the possibility of achieving the 
statement. 

 
These two assessments were plotted in a table of attractiveness versus feasibility.  

The table was used to identify those statements that were regarded as the most 
relevant in terms of feasibility and attractiveness.  The relevant technologies in these 
statements were analysed into proposals and recommendations. 

 
6.2 Key technology themes 

 
An analysis of the key technologies in all the statements revealed that in all but two 

of the statements, the key technologies were in the field of information.  The two 
statements that do not involve information technology in any form are — 

 
• S05 (30% of all new luxury motor cars sold are armour protected) — storage of 

material; and 
• S33 (widespread use of non-lethal-force technology to reduce the use of force 

during the apprehension of criminal suspects)— processing of both material and 
energy. 
 
There were, in addition, four statements for which both information technology and 

matter technology are key.  They are — 
• S09 (all items of value have an identification nanochip installed during manufacture, 

which prevents illegal removal from stores) - processing matter; 
• S11 (widespread use of cash transport systems which incorporate electronic 

management and recording of movement in tamperproof containers, so that cash-
in-transit is secure)— storage of matter; 

• S16 (practical use of a secure system for managing the evidence trail in all 
departments of the Criminal Justice System) — transport and storage of matter; and 

• S29 (elucidation of the technology for a portable instrument to analyse DNA 
evidence at the scene of a crime) — processing matter. 
 
Only S09 and S11 are in the list of most important statements as determined in the 

previous chapter. 
 
The technologies were classified into technology areas and sub-areas for the 39 

statements involving information technology.  The resulting classification of 
technology is shown in Table 6.2.  The last technology classification is listed as 
research, as there are statements for which it is not possible to identify what will be 
the relevant key technologies at this stage.  These are the statements that probably 
should have been identified as elucidation in the survey statements. 
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A 'Mind Map' of the statements to the technology themes is shown on the following 

page.  The detailed statement analysis to technologies is shown in Appendix 5.  An 
examination of this will reveal that many statements involve different technologies so 
that they span different technology areas and even technology themes.  All 14 
important statements are entered in bold for easy identification, and this shows that 
they also span nearly all technology sub-areas, except multiple variables of sensing, 
and crypto- and virtual reality of translation into a different form, both in the 
information processing technology theme. 

 
 

Table 6.2 
 

 
Classification of relevant technologies

 
Technology theme Technology area Technology sub-area

Information Processing sensing detect ion

 identificat ion of people

 identificat ion of things

 locat ion

 multiple variables

 translate to a different form crypto

 virtual reality

 integrate with other systems

other 
Information Processing analysis 
Information Transport 
Information Storage dynamic 

stat ic
 

Systems Management general
 

MIS
 

Res
 

earch
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Mind Map:  Classification of Key Technologies in survey statements 
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6.3  Analysis of important statements 
 
For each of the important statements, the measure of the level of attractiveness and 

feasibility as determined for each statement is shown in Table 6.3.1. 
 
  The analysis of these attributes is shown in Table 6.3.2 below.  This analysis 

shows it is clearly established that statements S01 (video, audio and other surveillance 
of crime hot spots), S08 (technology to limit firearms to authorised user(s)) and S10 
(installed electronic vehicle identification), are the three with the greatest 
attractiveness and relative feasibility.  The middle group, S02 (intelligent intruder 
devices), S11 (cash transport system), S15 (integrated criminal justice information 
system), S20 (integrity analysis of ID corruption), S21 (smell-based sensors for ID 
contraband), S22 (detection of firearms and ammo in passing vehicles), and S23 
(container goods identification) follow these. 

 
Table 6.3.2 Attractiveness versus feasibility for important

statements
(by statement numbers)

High 2,20,22 8

Medium 15,21 1,10

A
tt

ra
ct

iv
en

es
s

Low 9,24 12,34 11,23

Low Medium High

Feasibility

 
 
 
 
 
 
 
 
 

The relevant technology for these significant statements is shown in Table 6.3.3.  
This reveals that in the area of information processing the ten significant statements 
are identified 14 times in different technology areas.  The technology area most 
frequently identified is sensing technology (ten times), the most frequent sub-area 
being the identification of things.  The other sub-areas, such as detection, 
identification of people and sensing of location are also important technology sub-
areas. 

 
The next most frequent theme is information storage, in which dynamic real-time 

processing is important to four of the statements, while static storage is not seen as so 
critically important. 

 
There are three statements in the significant list where the transporting of 

information is a key technology. 
 
Information processing in crypto and multi-variables do not have support in the 

significant statements' technologies. 
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6.4 Recommendations 
 
The mission of the sector working group was to go through a process and to 

identify research and technology trends, requirements and strategies that will 
contribute towards the creation of safer communities and promote the security of 
South Africa and its people within the framework of the Constitution, in order to realise 
sustainable social and economic benefits for the country over the next 20 years.  As a 
result of the process there are two recommendations, one in meeting the mission and 
the other on the process itself. 

 
6.4.1  Research and technology areas 

 
The process has identified two particular technology themes that are seen as being 

of significant importance to the reduction of crime and hence the improvement of 
safety and security.  These are - 

 
• information processing; and 
• information storage. 

 
These two themes span a large number of the subjects covered by the foci of the 

Crime Prevention and Criminal Justice section of this sector.  While the results of the 
survey and its subsequent analysis of the Defence section is not known, it is believed 
thatthere will be a remarkable congruency in the critical technology themes in that area 
with the Crime section.  The key technologies in the Crime section are not about 
matter energy, but about information and this has come out quite clearly in the 
analysis.  Knowledge based on information processing and information storage 
constitutes the key technologies that are likely to make a significant contribution to 
the improvement of safety and security for all citizens. 

 
6.4.2  Information Processing 

 
As a technology theme, information processing covers a number of technology 

areas.  By far the most important area for this sector is sensing, which covers the 
following sub-areas: 

 
• Detection 
• Identification of people 
• Identification of things 
• Location. 

 
In the significant areas of technology the identification of things was most frequent.  

The types of applications cover vehicle identification, identification of goods in 
containers, identification of weapons and identification of contraband. 
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The subjects in respect of which identification of people is important are intelligent 

intruder device, authorised use of firearms, checking suspects against a database and 
monitoring networks for suspects. 

 
 
 
 
 
 
Table 6.3.3 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Analysis of Technologies to Significant Statements

Statement Numbers

Technology theme Technology area Technology sub-area

1 8 1
0 2 1
1

1
5

2
0

2
1

2
2

2
3

Information
Processing

Sensing Detect ion X X

Ident if icat ion of people X X

Ident if icat ion of things X X X X

Locat ion X X

M ultiple variables

Translate to a
dif ferent form

Crypto

Virtual reality

Integrate with other
systems

X

Other X

Analysis X X

Information
Transport

X X X

Information Storage Dynamic X X X X

Stat ic X

Systems
management

General X

MIS X X

Research X

 
The detection is primarily in the area or surveillance, intruder detection and product 

movement detection. 
 
Information processing technology is also important for location sensing in such 

areas as cash transport systems and vehicle identification. 
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It is known that all four of these technology sub-areas are important to Defence. 
 

6.4.3  Information storage 
 
One of the most important aspects of dealing with crime and the requisite justice 

that goes with it is suitable usable information.  Thus it is not surprising that 
information storage has emerged as a key technology theme for the Crime section.  
Two technology areas for information storage have been identified: 

 
• Dynamic storage;  and 
• Static storage. 

 
The more significant of these two is dynamic information storage.  This is where 

there needs to be an interaction between the database and the use of the information 
stored.  Examples of this are the surveillance of crime hot spots, integrated CJS, cash 
transport systems, links between customs systems, real-time vehicle identification and 
monitoring of networks. 

 
Examples of static storage are checking data against a database of suspects and 

intelligent intruder devices.  These are where the input of data is not related to the use 
of the data, as opposed to the dynamic data storage systems that are constantly being 
updated with new information. 

 
Once again, it is suspected that the Defence analysis would identify these as two 

important technology areas for Defence. 
 
6.4.4  Process recommendations 

 
The process used to determine the key technologies for this sector had some 

shortcomings.  While they do not decrease the value and relevance of the findings, the 
view is that with changes, a more relevant result could have been achieved.  The main 
area of concern is with the variables used in the survey, and in particular those used 
for the establishment of the important statements.  The purpose of the use of research 
and technology in this sector is not directly for wealth creation or quality of life.  
Admittedly they are important, but as an indirect consequence of achieving a better 
safety and security situation.  The technologies that would achieve this are not 
necessarily the ones that will have the greatest effect on wealth creation or quality of 
life. 

 
It is recommended that a second round of the survey be carried out by this sector.  

The statements for this second round should be a combination of some of the present 
statements unchanged and some modified.  Some should be left out.  Furthermore, the 
variables should be modified.  Particularly the 'Importance to South Africa' variables 
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should be changed to 'Importance to achieving the mission statement'.  The 
comparisons with other countries appear to be irrelevant in this sector and could be 
replaced with more relevant variables.  Obviously, the comments from respondents 
should be taken into account for the second round. 

 
With the variables changed, the respondents would be directing the attributes and their 
respective values for the attractiveness versus feasibility analysis. 
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Chapter 7: 
Survey, Analysis and Results 
 Defence 

 
The survey is a core part of the Foresight process.  It is a consultation process that 

attempts to assess and evaluate the issues that have been identified by the process.  It 
is to test the thinking of the future by the sector stakeholders.  These stakeholders are 
knowledgeable people or experts in the sector, who have been identified by the co-
nomination and consultation process, supplemented by people identified by the 
members of the sector working group.  All the people to whom the survey document 
was sent, and who then returned them completed are regarded as the 'Stakeholder 
Group'. 

 
The expectation is that the responses to the questionnaire will make a major 

contribution to the identification of those topics or issues that are considered likely to 
contribute to an improvement in the economic growth and quality of life of all the 
people of South Africa over the next twenty years. 

 
7.1 Survey methodology 

 
The concept of the survey was based on similar work that had been done by the 

Fraunhofer Institute in Germany.  A number of topics are tested against a number of 
variables.  The variables selected are the same for all the sectors in the Foresight 
project, and hence are not necessarily the optimum for this sector. 

 
The respondents are asked to give their views on the range of topics selected by the 

sector working group.  This is to be followed by a second round in which the 
respondents are given an opportunity to review their response in the light of the 
collective opinions expressed in the first round.  This enables greater significance to 
be given to those who claim to have a high level of confidence in their responses.  This 
method has been used for over 30 years and is the basis of successful overseas 
foresight programmes and many similar studies. 

 
7.2 Survey process 

 
7.2.1 Survey format 

 
The Foresight team, during a number of workshops, developed the format of the 

survey and the variables that were used.  The difficulty was to come up with a standard 
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list of variables that would be most meaningful to all the sectors of the project.  The 
basis of the variables was an attempt to include questions of where technology in 
South Africa is at present, how important it is for the country by way of wealth creation 
or quality of life, and the strategies and timescales for acquiring the technologies. 

 
The survey format made allowance for the respondents to add any comments or an 

alternative statement in a box at the end of each topic row.  In addition the 
respondents were invited to propose new topics at the end of the questionnaire.  

 
7.2.2 Survey process 

 
The sector working group developed the statements working in three groups, one 

for each section of the sector.  The groups went through the list of foci and for each 
made a sub-list of the drivers, trends and issues relevant for each of them.  For each 
topic on the sub-list identified, possible opportunities, innovative solutions or 
products/processes/services and technologies, research breakthroughs and 
innovations were identified.  From these the groups developed statements to test the 
relevant research and technology topics listed.  These statements were subjected to 
further refinement before being incorporated into the survey document. 

 
The statements had to meet certain criteria.  They had to — 
 

• test only one idea; 
• have a futuristic element; 
• be a closed statement; 
• be about 70% focused on research and technology; 
• be about 30% focused on generic and policy issues; 
• include three elements, namely — 

- an action, 
- a technology and 
- an application;  and 

• be able to answer questions like 'why?' and 'is it possible?'. 
 
All the statements needed to be one of the following four actions: 
 

• Elucidation: to scientifically and theoretically identify principles or phenomena; 
• Development: to attain a specific technological goal or complete a prototype; 
• Practical use: the first practical use of an innovative product or service; 
• Widespread use: significant use by a market penetration to a level where a product 

or service is in common use. 
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The survey statements were divided into three groups, namely Crime Prevention and 
Criminal Justice, Defence and Megatrends.  The Megatrends were overall statements 
produced by the Foresight project and were included in the surveys of all sectors. 

 
7.2.3 Survey response 

 
About 900 survey questionnaires were sent out to stakeholders in both the Crime 

Prevention and the Criminal Justice and Defence sections.  A specific request for staff 
to participate in the survey was sent to all companies in the defence-related industry 
that are members of AMD.  About 100 of these questionnaires were distributed within 
the Department of Defence to relevant officers. 

 
A total of 123 completed survey questionnaires were returned to the Foresight 

offices.  Of these about 65 had the Defence section completed, and were detached and 
submitted for processing.  In addition, members of the Department of Defence 
completed a further 60.  These were not submitted to the Foresight Project offices. 

   
The Defence Research Centre within Armscor captured the information returned in 

all questionnaires in which the defence section was completed, and presented it in a 
format for analysis. 

 
The number of Defence section survey questionnaires analysed is 126.  It has been 

determined by the Fraunhofer Institute that 30 returns is the minimum required to 
make the results significant, and thus the overall number obtained in the Defence 
section is sufficient to be relevant.  The completed survey questionnaires were divided 
into those that were completed by persons from within the defence family and those 
that were not.  The defence family is described as anyone employed by the Department 
of Defence, the SANDF, Armscor and defence-related industry.  The distribution 
between these two was 98 from within and 28 from outside the defence family. 

 
The frequency of response to each variable for each statement is attached as 

Appendix 6. 
 

7.3 Survey results for the Defence section 
 

7.3.1 Analysis of the results 
 
The maximum number of responses for any specific variable was 125, which 

occurred for a number of statements.  The minimum was 110 for three statement 
variables.  There is a very slight perceived fall-off in responses through the survey 
statements.  It is a lower than usual fall-off, which may be due to the fact that there 
were only 40 statements. 
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There were a number of comments on the statements, all of which are listed in 
Appendix 6.  However, there are in general significantly fewer comments for the 
defence statements than were received for the crime statements.  A number of 
statements drew no comments and a number of comments related to the respondent 
not understanding the statement.  However, all relevant comments were taken into 
account when addressing the statements for the second iteration of the survey. 

 
7.3.2  Importance to South Africa. 

 
The Foresight Project decided that 'Importance to South Africa' would be the main 

variable for the analysis of the survey results by all sectors.  This analysis was 
conducted by ranking the responses against the 'Importance to South Africa' variables, 
that is in wealth creation and quality of life.  The ranking was done on the basis of 
allocating a value to the percentage of responses for each variable.  Each percentage 
that was given to the high importance variable was multiplied by plus one, the low 
importance by minus one, and medium importance by zero.  These values were then 
added together for each statement, which gave an index value for both wealth creation 
and quality of life.  These values were used to rank the statements for each of wealth 
creation (WC) and quality of life (QL) and by combining the two.  The combined index 
was used to obtain the combined ranking.  Table 7.3.2 shows the indices and rankings. 

 
The top ten statements by all respondents for the joint ranking of wealth creation 

and quality of life are listed in Table 7.3.2.  This is followed by the list of the bottom 
ten statements. 

 
 

Table 7.3.2 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The top 10 statements for Importance to South Africa by all respondents
Statement
number

Topic Joint index
WC index
ranking

QL index
ranking

46
Widespread use of sensing technology for humanitarian and military
demining and mine clearance.

+ 32 4 1

68
Development of mine-protected vehicle technology enables the
defence industry to double its share of the internat ional market.

+ 22 2 4

69
Development of f ield artillery technology enables the defence
industry to double its share of the internat ional market.

+ 20 1 5

45
Development of remote sensors for the detection of the movement
of small arms and explosives

+ 7 5 2

67
Development of wheeled armoured vehicle technology enables the
defence industry to double its share of the internat ional market.

-6 3 10

79
Widespread use of tele-medicine in the military environment to assist
medical personnel in the f ield.

-13 13 3

63
Elucidat ion of the suitability of using commercial information
technology (e.g. cell phones) in urban conf lict  situat ions.

-27 7 6

62
Widespread use of commercial off-the-shelf (COTS) components in
military command and control systems

-37 6 13

80
Widespread use of training simulators to train operators of military
equipment more cost-effectively

-37 11 9

42
Elucidation of appropriate technologies for use in peace support
operat ions in sub-Saharan Africa

-38 12 8
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 The bottom 10 statements for Importance to South Africa by all respondents

 Statement
number

Topic Joint index
WC index
ranking

QL index
ranking

 
60

Widespread use of EMP (electromagnetic pulse) hardened command
and control systems to ensure system survivability against (non-
nuclear) EM P warheads

-111 40 39 
 

61
Widespread use of redundant design and data fusion techniques in
command and control systems to ensure system funct ionality after
loss of multiple sensors or elements due to batt le damage

-110 39 40 
 
 
 
 
 
 
 
 
 
 
 

The analysis of the returns from members of the defence family only was compared 
with those from the non-defence family.  This revealed that for the joint ranking of 
each of these two groups, the top four statements were identical for both groups, and 
three more of the top ten were in both top ten rankings, as shown in the following 
table. 

 
 
 
 
 
 
 
 
 
 
 
 
 
Those statements that are not ranked in the top ten by both groups are highlighted.  

This shows a high degree of congruency in the thinking of both groups as to which 
statements are considered to be of the most importance to South Africa. 

 
 
 
 
 
 
 

66
Development of technology to counter remote disabling of defence
technology by foreign suppliers

-96 38 37

70
Elucidat ion of new technology to ensure effect ive electronic warfare
protection for main weapons platforms

-87 31 38

65
Pract ical use of microminiature (nanotechnology) electro-optical-
mechanical sensors and devices in military surveillance systems

-85 34 34

43
Elucidation of the relevance of using non-lethal weapons for dealing
with conflict  in sub-Saharan Africa

-84 37 29

51
Widespread use of signature control modelling (e.g. opt ical, acoust ic,
radar, infrared) and measurements to assist with the protection of
weapons platforms

-83 30 35

78
Widespread use of anthropological measurement systems for the
issuing of clothing and personal equipment to individuals in South
Africa’s armed forces

-79 36 20

58
Pract ical use of integrated sensor information fusion, incorporat ing
mass data processing capabilities, to obtain total batt lespace picture
for military operat ions

-78 29 32

74
Widespread use of operational research and computer simulat ions
(e.g. war-gaming) to support  decision-making in armed forces

-78 33 26

50
Pract ical use of integrated batt lefield simulators (e.g. distributed
interact ive simulations) to derive new concepts of batt lefield
operat ions

-78 32 25

Top 10 statements of defence and non-
defence family members

Defence Ranking Non-defence
S46 1 S46
S68 2 S68
S69 3 S69
S45 4 S45
S67 5 S42
S79 6 S79
S63 7 S67
S80 8 S63
S62 9 S56
S81 10 S76

Bottom 11 statements of defence and non-
defence family members

Defence Ranking Non-defence
S60 40 S50
S61 39 S72
S66 38 S51
S65 37 S73
S43 36 S70
S70 35 S58
S51 34 S57
S74 33 S43
S78 32 S52
S58 31 S74
S50 30 S78
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The congruency of the bottom 11 statements is much less with the bottom four 
selected by the defence family members not being regarded as so low in importance by 
the non-defence respondents.  These four statements are all in the Early Warning and 
Command and Control Systems Technologies subsector. 

 
On the basis of the above, it is believed hat the views of the two groups are similar 

enough for the analysis of the overall results to be done on the basis of 'all 
respondents'. 

 
7.3.3  South Africa's competitive standing 

 
The analysis is shown in Table 7.3.3.  This analysis confirms the expectations on 

where South Africa stands compared to the Southern African countries. For all 
statements, a vast majority were of the opinion that South Africa is equal to or ahead 
of the other countries in the region.  There are four statements that all have equal 
rating for being equal or ahead, claimed by 97% of respondents.  These are S68 (mine-
protected vehicles), S80 (use of training simulators), S59 (multiple data security) and 
S73 (the development of MTBF).  Only two of these statements, S68 and S80, are in the 
top ten ranking by importance to South Africa, while S73 is ranked as the tenth lowest 
in importance.  Statements reflecting a perception that South Africa is behind are 
topped by S42 (appropriate technologies for peace support).  This was claimed by 12% 
of respondents.  This statement was ranked tenth for importance to South Africa. 

 
Table 7.3.3 

 
 

South Africa’s comparative standing in relation to Southern African countries
S# Topics equal/ ahead Index S# Topics behind Index

 
 
 

68

Development of mine-protected
vehicle technology enables the
defence industry to double its share
of the internat ional market.

2 42

Elucidation of appropriate
technologies for use in peace
support operations in sub-Saharan
Africa.

10

 
 
 
 

80

Widespread use of training
simulators to train operators of
military equipment more cost-
effectively

9 49

Development of local capability to
utilise COTS (commercial off-the-
shelf) information technology to
retain independence in mission
critical defence systems

12

 
 
 

59
Development of multiple data
security systems to ensure security
of communicat ions for own use

27 43

Elucidation of the relevance of
using non-lethal weapons for
dealing with conflict in sub-Saharan
Africa

35

73
MTBF (mean t ime between failures)
of weapons systems.

26

Development of new design and
process technologies doubles the

South Africa’s comparative standing in relation to developing countries
S# Topics equal/ ahead Index S# Topics behind Index

68

Development of mine-protected
vehicle technology enables the
defence industry to double its share

2 66

Development of technology to
counter remote disabling of
defence technology by foreign

38

of the internat ional market suppliers
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South Africa’s comparative standing in relation to developing countries continued
S# Topics equal/ ahead Index S# Topics behind Index

71

Development of a new technology
to retain a systems integrat ion
capability for main weapons
systems

17 47

Widespread use of virtual reality
techniques to support  acquisit ion
decisions about the design of new
defence products and weapons
systems

21

52
Widespread use of composite
materials in weapons systems

25 43

Elucidation of the relevance of
using non-lethal weapons for
dealing with conflict in sub-Saharan
Africa

35

54

Pract ical use of long-range,
unmanned air reconnaissance
systems to detect and ident ify
potent ial threats

20

South Africa’s comparative standing in relation to developed countries
S# Topics equal/ ahead Index S# Topics behind Index

68

Development of mine-protected
vehicle technology enables the
defence industry to double its share
of the international market

2 60

Widespread use of EMP
(electromagnetic pulse) hardened
command and control systems to
ensure system survivability against
(non-nuclear) EM P warheads

40

69

Development of field art illery
technology enables the defence
industry to double its share of the
international market.

3 53

Widespread use of art if icial
intelligence, data mining and data
fusion techniques to extract
intelligence from a variety of open
sources

23

46

Widespread use of sensing
technology for humanitarian and
military demining and mine
clearance

1 61

Widespread use of redundant
design and data fusion techniques
in command and control systems to
ensure system funct ionality after
loss of multiple sensors or elements
due to batt le damage.

39

67

Development of wheeled armoured
vehicle technology enables the
defence industry to double its share
of the internat ional market.

5 65

Practical use of microminiature
(nanotechnology) electro-optical-
mechanical sensors and devices in
military surveillance systems

36

78

Widespread use of anthro-pological
measurement systems for the
issuing of clothing and personal
equipment to individuals in South
Africa’s armed forces

33 50

Practical use of integrated
battlefield simulators (e.g.
distributed interact ive simulations)
to derive new concepts of
batt lefield operations

31

72

Widespread use of ergonomics in
design to ensure that weapons
systems are suitable for operat ion
by South Africa’s diverse populat ion

29 56

Widespread use of mult iple
ident if ication techniques (such as
f ingerprint readers, voice
identification and smart cards) to
control access to classified
information and sensit ive sites

16

63

Elucidation of the suitability of
using commercial information
technology (e.g. cell phones) in
urban conf lict situat ions

7 51

Widespread use of signature
control modelling (e.g. optical,
acoust ic, radar,  infrared) and
measurements to assist w ith the
protection of weapons platforms

34

77

Widespread use of computer-chip-
based tagging systems to
inventorise, issue and track, spares
and components of weapons
systems

15
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The majority of respondents believe that South Africa is equal to/ahead of the 
developing countries with regard to all statements.  The highest rating was for 
statement S68 (mine-protected vehicles) at 93%, while the highest assessment for 
South Africa's being behind, namely S66 (technology to counter remote disablement), 
still had 69% of respondents believing that South Africa is equal/ahead.  The three 
statements that South Africa is furthest ahead are all in the top ten statements of 
importance to South Africa, while for one important statement, S42 (technologies for 
peace support operations), 28% claimed South Africa is behind.   

 
Compared to the developed countries, which is probably the best assessment of 

South Africa's standing, there are four statements to the effect that South Africa is 
equal to/ahead of these countries.  These are all areas where a great deal of 
investment has been made in developing technology locally, which has resulted in 
substantial exports.  Those statements are S68 (mine-protected vehicles), S69 (field 
artillery), S46 (demining) and S67 (heavy wheeled armoured vehicles).  Where South 
Africa is the furthest behind, four of the seven statements listed are ones that are rated 
as of the least importance to South Africa. 

 
7.3.4  Likely time frame for realisation 

 
There appears to be a correlation between the 'importance to South Africa' ranking 

and the time frame for realisation.  Of the ten most important statements, eight are 
expected to be realised within five years, with the other two expected to be realised in 
six to ten years.  Of the ten least important statements, eight are expected to take six 
to ten years and the other two 11 to 15 years for realisation. 

 
The statements most likely to be realised within five years are S63 (using 

commercial information technology), ranked 7th most important, S46 (demining), 
ranked the most important, S68 (mine-protected vehicles), ranked 2nd, and S69 (field 
artillery), ranked 3rd.  Thus there is a high expectation that the important statements 
will be realised within the next five years.  The least likely statement for realisation 
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within five years is S60 (use of EMP hardened systems), which is ranked last in 
importance and is followed by S66 (counter to remote disablement), ranked 38th, and 
S61 (redundant design), ranked 39th in importance. 

 
There are three statements that everyone thought would be realised.  They are S50 

(integrated battlefield simulators), S59 (multiple data security systems) and S70 
(electronic protection for weapons platforms).  These are statements that no 
respondent claimed would not be realised.  None of these are regarded as important 
statements.  However, 10% of respondents were sure that statement S43 (the 
elucidation of non-lethal weapons), which is ranked 35th, would not be realised, while 
9% claimed that S60 (widespread use of EMP survivability), which is ranked last, would 
not be realised.  Of more concern was the view of 8% that S67 (wheeled armoured 
vehicles) would not be realised.  This is ranked as one of the ten most important to 
South Africa, being ranked fifth. 

 
Except for statements S61 (redundant design), and S60 (use of EMP hardened 

systems), the majority of respondents felt that all statements would be realised within 
ten years.  S60 (use of EMP hardened systems), which is ranked last, had equal support 
at 29% for both the six- to ten-year period and the 11- to 15-year period.  S61 (use of 
redundant design for command and control), which is ranked 39th, had a peak 
realisation in the 11- to 15-year period. 

 
7.3.5  Acquisition of technology 

 
The acquisition of technology had the highest support for Develop in South Africa.  

For eight of the statements listed in Table 7.3.5, there was over 50% support for 
developing the technologies locally.  Of these, four statements are regarded as 
important statements.  However, none of these four are strategically essential for the 
defence force.  Of the other four, three are strategically essential.  They are S59 
(security of communications systems), S57 (advanced encryption) and S66 (technology 
to counter remote disabling of imported equipment).  While these are ranked low for 
importance to South Africa for wealth creation and quality of life, they are essential if a 
competent defence capability is to be maintained. 

 
Table 7.3.5 

 Acquisition of technology/capacity

 
 

Statement
number

Topic Frequency
Joint
index

ranking

 Develop in South Africa

 68
Development of mine-protected vehicle technology enables the defence industry to
double its share of the internat ional market.

66% 2

 69
Development of f ield artillery technology enables the defence industry to double its
share of the internat ional market.

60% 3

 
 

59
Development of mult iple data security systems to ensure security of
communicat ions for own use

58% 27

57
Development of advanced data encrypt ion technology to guarantee security of
sensit ive data and communications for use in military command and control systems

58% 28

46
Widespread use of sensing technology for humanitarian and military demining and
mine clearance.

57% 1

72
Widespread use of ergonomics in design to ensure that weapons systems are
suitable for operat ion by South Africa’s diverse populat ion

57% 29

67
Development of  wheeled armoured vehicle technology enables the defence
industry to double its share of the internat ional market.

56% 5

66
Development of technology to counter remote disabling of defence technology by
foreign suppliers

52% 38

I t l t t h l / bilit
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Customise existing technology

62
Widespread use of commercial of f-the-shelf (COTS) components in military
command and control systems

22% 8

76
Widespread use of high-security computer and communicat ion network systems in
order to manage logistics effectively in the security forces

21% 14

81
Widespread use of smart-card technology in the management of personnel in the
armed forces (e.g. name, rank, address, qualifications, experience, special skills,
medical data, quick registrat ion when troops are mustered for an operation)

21% 11

49
Development of local capability to ut ilise COTS (commercial of f- the-shelf)
information technology to retain independence in mission critical defence systems

20% 12

80
Widespread use of training simulators to train operators of military equipment more
cost-effectively.

20% 9

63
Elucidat ion of the suitability of using commercial information technology (e.g. cell
phones) in urban conf lict situat ions

20% 7

42
Elucidation of appropriate technologies for use in peace support operat ions in sub-
Saharan Africa

19% 10

 
 
 

The statement most likely to be fulfilled by Import complete technology is S65 (the 
use of nanotechnology in sensors).  Sensors are an area that has been identified for 
strategic status, and a local capability needs to be established and maintained.  
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Despite this, 23% of the respondents felt that this technology should be imported.  
This is followed by S60 (use of EMP hardened systems) with 22% support.  None of the 
other statements, which show great support for importing the technology, are of 
strategically essential technologies. 

 
There was considerable support for Engaging in joint ventures, particularly for 

technologies that are not essentially strategic or not normally used in combat.  S48 
(use of virtual reality and simulation) had support from 50% of the respondents. 

 
Customising existing technology is mainly the use of commercially available 

technology for non-combat roles or functions. 
 
There is a strong correlation between South Africa's status of being equal to or 

ahead of developed countries and the acquisition of technology by way of local 
development.  It confirms the view that developing a strong local capability 
technologically creates the opportunity to be equal to or ahead of the developed 
countries.  It is only when there is a strong local development capability that there can 
be success in exporting to the international markets.  The correlation between South 
Africa's comparative standing and how South Africa should acquire the technology is 
illustrated in Appendix 7.3.5. 

 
7.3.6 Key constraints 

 
Each respondent was requested to identify up to three constraints that are the most 

important in inhibiting the ability of South Africa to realise the topic statement.  
However, the frequency of response does not indicate the perceived relative 
importance of the constraint.  Table 7.3.6 lists the statements with the highest 
response frequencies for each of the key constraints. 

 
Overall, Financial has been identified as the most frequent constraint.  (This has 

been the finding in all the other sector surveys.)  Technology and Market are the 
second and third most frequent constraints.  Policy and R&D Infrastructure follow 
these, with Human Resources and Social/Cultural being the least frequent.  For 
statement S66 (technology to counter remote disabling of imported equipment), no 
respondent identified Social/Cultural as a constraint. 

 
Technology is not seen as a major constraint for the most important statements.  In 

fact, the four statements that attracted the most votes for technology as a constraint 
are all in the bottom five statements for importance to South Africa.  Perhaps they were 
ranked low in importance because of the perceived technology constraint, or perhaps it 
was because many of the respondents did not understand the statements and their 
relevant technologies. 

 



 80

The market is perceived to be a major constraint in this sector for three of the five 
most important statements.  These three are all statements relating to exports.  They 
are S69 (field artillery), S68 (mine-protected vehicles), and S67 (wheeled armoured 
vehicles). 

 
Table 7.3.6 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Key Constraints

Statement
number

Topic Frequency
Joint
index

ranking
Technology

60
Widespread use of EMP (electromagnetic pulse) hardened command and control
systems to ensure system survivability against (non-nuclear) EMP warhead

25% 40

66
Development of technology to counter remote disabling of defence technology by
foreign suppliers

25% 38

61
Development of technology to counter remote disabling of defence technology by
foreign suppliers

25% 39

65
Practical use of microminiature (nanotechnology) electro-opt ical-mechanical sensors
and devices in military surveillance systems

23% 36

48
Practical use of virtual reality modelling and simulat ion techniques to optimise the
manufacture of weapons systems

22% 19

Market

69
Development of f ield artillery technology enables the defence industry to double its
share of the internat ional market.

24% 3

68
Development of mine-protected vehicle technology enables the defence industry to
double its share of the internat ional market.

22% 2

52 Widespread use of composite materials in weapons systems 17% 25

67
Development of  wheeled armoured vehicle technology enables the defence
industry to double its share of the internat ional market.

16% 5

49
Development of local capability to ut ilise COTS (commercial off- the-shelf)
information technology to retain independence in mission critical defence systems

15% 12

Human Resources

74
Widespread use of operational research and computer simulat ions (e.g. war-
gaming) to support decision-making in armed forces

12% 32

42
Elucidation of appropriate technologies for use in peace support operat ions in sub-
Saharan Africa

11% 10

53
Widespread use of art if icial intelligence, data mining and data fusion techniques to
extract intelligence from a variety of open sources

11% 23

76
Widespread use of high-security computer and communicat ion network systems in
order to manage logistics effectively in the security forces

11% 14

75
Widespread use of equipment with systems architecture and intelligent self- test
capabilit ies that allows less-skilled persons to perform repairs at line level

11% 13

72
Widespread use of ergonomics in design to ensure that weapons systems are
suitable for operat ion by South Africa’s diverse populat ion

11% 29

R&D Infrastructure

51
Widespread use of signature control modelling (e.g. optical, acoust ic, radar,
infrared) and measurements to assist  with the protection of weapons platforms

17% 34

65
Practical use of microminiature (nanotechnology) electro-opt ical-mechanical sensors
and devices in military surveillance systems

17% 36

70
Elucidat ion of a new technology to ensure effect ive electronic warfare protect ion
for main weapons platforms

17% 37

52 Widespread use of composite materials in weapons systems 17% 25
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Key Constraints continued
Policy

63
Elucidat ion of the suitability of using commercial information technology (e.g. cell
phones) in urban conf lict situat ions

18% 7

42
Elucidation of appropriate technologies for use in peace support operat ions in sub-
Saharan Africa

16% 10

81
Widespread use of smart-card technology in the management of personnel in the
armed forces (e.g. name, rank, address, qualifications, experience, special skills,
medical data, quick registrat ion when troops are mustered for an operation)

15% 11

43
Elucidation of the relevance of using non- lethal weapons for dealing with conf lict  in
sub-Saharan Africa

13% 35

Social/ Cultural

43
Elucidat ion of the relevance of using non-lethal weapons for dealing with conf lict  in
sub-Saharan Africa

10% 35

77
Widespread use of computer-chip-based tagging systems to inventorise, issue and
track, spares and components of weapons systems

8% 15

Financial

76
Widespread use of high-security computer and communicat ion network systems in
order to manage logistics effectively in the security forces

40% 14

77
Widespread use of computer-chip-based tagging systems to inventorise, issue and
track, spares and components of weapons systems.

39% 15

46
Widespread use of sensing technology for humanitarian and military demining and
mine clearance

39% 1

74
Widespread use of operational research and computer simulat ions (e.g. war-
gaming) to support decision-making in armed forces.

39% 32

 
 
 
 
 
 
 

Human resources do not appear to be a major constraint on the realisation of the 
statements.  However, the statements voted highest for this constraint identify a very 
broad range of skills that would be required to overcome the HR constraint.  The 
second highest ranked constraint for HR is the tenth most important statement, S42 
(the appropriate technologies for peace support operations).  The unknown of what 
peace support in Africa entails creates the perception of the HR constraint. 

 
The constraints of the R&D Infrastructure are highest for three of the bottom ranked 

statements by importance.  Perhaps they are ranked low because of the perceived lack 
of R&D infrastructure. 

 
Policy is claimed to be a major constraint for two of the most important statements.  

These are S63 (use of commercial information technology) and S42 (appropriate 
technologies for peace support operations).  Neither of these is in the main line of 
strategic importance for the defence of the country, but both in fact support the 
secondary role of the defence force. 
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Social/Cultural is not a major constraint, attracting a 10% vote for statement S43 
(the use of non-lethal weapons). 

 
As appears in all of the sector analyses of the survey responses, Financial is the 

most frequently quoted cause of constraint for realising the statement.  This section is 
no different, although the absolute values tend to be lower.  The most important 
statement, S46 (demining technology), is in the top list under financial constraint.  
While there has been funding for military demining technology (creating a clear 
situation for vehicle use), there has been little funding for humanitarian demining 
technologies (reinstating the environment for civilian use).  The ninth-ranked 
statement, S80 (training simulators) follows this.  It is interesting that only these two of 
the 'important to South Africa' statements are in the top of the listing of financial 
constraint.  This could indicate a perception that if the technology were required, the 
funds would be available to obtain it.  However, even the lowest-ranked financial 
constraint statement received more votes than did the highest in any other constraint, 
30% being the lowest financial, while 25% was the highest technology constraint. 

 
7.3.7 Confidence level of respondents 

 
The respondents were requested to indicate their confidence in their responses as 

either High, Medium or Low Confidence.  For three of the statements the High 
Confidence level was the most frequent.  They are S44 (unmanned vehicles for 
defence), S46 (demining technology) (both these had 47% high confidence) and S74 
(war gaming) (45% high confidence level).  Of these, S46 was ranked as the most 
important statement to South Africa.  This is the statement for which the average 
confidence level is the highest, with only 7% of respondents giving a low confidence 
level. 

 
The statements with the lowest number of high-confidence votes are S61 

(redundant design of command and control systems), S66 (technology to counter 
remote disablement), S65 (nanotechnology in sensors) and S60 (EMP systems 
survivability).  These are the same statements that appeared at the bottom of the list of 
importance to South Africa.  In general, these are the same statements that had the 
highest number of low confidence votes.  It appears that these statements were also 
the ones which the respondents understood the least. 

 
On average the confidence levels were 34% high, 47% medium and 19% low.  

Because the defence family represented a relatively large proportion of the total 
number of respondents, the figures for the defence-only confidence levels are very 
similar at 35% high, 47% medium and 18% low.  However, the non-defence family 
respondents were feeling substantially less confident with their replies, this group 
averaging 29% high, 46% medium and 25% with a low level of confidence. 
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The statements for which the defence family had the lowest percentage with a high 
confidence level were S61 (redundant design of command and control systems), S66 
(technology to counter remote disablement), S65 (nanotechnology in sensors) and S79 
(tele-medicine).  Of these, only S65 was in the lowest confidence level of the non-
defence family respondents.  They had less confidence with statements S73 (doubling 
MTBF) and S72 (ergonomics in weapons design).  The differences may be due to 
different levels of understanding.  It is noticeable that the defence family respondents 
had their lowest level of high confidence in the subsector of Early Warning and 
Command and Control System Technologies. 

 
7.4 Summary of survey analysis 

 
A process was used to develop a number of statements that were representative of 

future research and technology in the defence sector.  These statements were used in a 
questionnaire sent out to stakeholders in the form of a survey.  The respondents were 
requested to complete the questionnaires relating a number of variables to each 
statement.  The frequency of response from the group of stakeholders was analysed 
and ranked in a manner prescribed by the Foresight Project.  The ranking was based on 
a ranking of the perception of the stakeholders in relation to 'importance to South 
Africa' in terms of wealth creation and improvement to quality of life. 

 
There has been some discussion on the relevance of this ranking for this sector.  

The prime objective of the activities of the defence sector is not wealth creation or 
even quality of life directly, but rather the safety and security of the citizens of the 
country.  For wealth creation one regards this as added value.  The wealth creation in 
this sector comes from the export of goods or services, while any quality of life can 
only come from a feeling of security from attack by external forces. 

 
However, using the analysis of wealth creation and quality of life, ten statements 

were selected as being the most significant, and they are listed in Table 7.4. Of these 
ten statements, three are in the technology subsection, two in the early warning and 
command and control systems technology subsection, three in the systems/hardware 
subsection and two in the support subsection. 

  
Two of the statements are about elucidation of technology, four about the 

development of technology and four about the widespread use of the technologies.  No 
important statements concerned the practical use of a technology. 

 
Nearly all the important statements have a median time for realisation of less than 

five years, with two being in the range of six to ten years.  The analysis of the time for 
realisation responses by the stakeholders shows that the less likely a statement item 
could contribute to wealth creation or quality of life, the longer the time for realisation. 
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The results indicate that in most cases (six out of ten) the technology/capacity 
should be acquired by way of development in South Africa, with the remaining four 
predominantly reflecting a feeling that it should be obtained via joint ventures. 

 
Table 7.4 

 
Characteristics of the 10 important statements

Statement
number

Topic
Joint
index

Time to
realisat ion

Technology
acquisit ion

Con-
straints

46
Widespread use of sensing technology for humanitarian and
military demining and mine clearance

+ 32
< 5

D F T R&D

68
Development of mine-protected vehicle technology enables
the defence industry to double its share of the international
market.

+ 22
< 5

D F M T

69
Development of f ield artillery technology enables the
defence industry to double its share of the international
market.

+ 20
< 5

D F M T

45
Development of remote sensors for the detect ion of the
movement of small arms and explosives

+ 7 6-10 JV F T R&D

67
Development of wheeled armoured vehicle technology
enables the defence industry to double its share of the
international market.

-6
< 5

D F M T

79
Widespread use of tele-medicine in the military environment
to assist medical personnel in the f ield

-13
< 5

JV F T M

63
Elucidation of the suitability of using commercial information
technology (e.g. cell phones) in urban conf lict  situat ions

-27
< 5

D F P T

62
Widespread use of commercial off-the-shelf (COTS)
components in military command and control systems

-37 6-10 D F T R&D

80
Widespread use of training simulators to train operators of
military equipment more cost-effectively

-37
< 5

JV F T M

42
Elucidat ion of appropriate technologies for use in peace
support operations in sub-Saharan Africa

-38
< 5=
6-10

JV F P R&D

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

All of the important statements have 'financial' as the most frequent constraint.  
This is followed by 'technology' in five of the ten statements, indicating that there is a 
great need for technology to meet the demand for fulfilling the mission of this sector.  
Only in one statement, S42 (technologies for peace support), is technology seen as a 
prime constraint.  The third most frequent constraint for this group is 'markets,' 
indicating the need for markets to enable the realisation of the statements.  This is 
closely followed by a lack of R&D infrastructure. 

 
Not all the respondents were from the defence family covering the Department of 

Defence, SANDF, Armscor and the defence-related industry.  Those respondents not 
from this family constituted about 22% of the profile.  Comparisons with the defence 
family showed that while the non-defence respondents were less confident in their 
responses, there was a large degree of congruency in the ten most important 
statements, and therefore the results obtained from all the respondents were used. 

 
The most important statements were mainly among those that concern exports of 

defence technology or have a high humanitarian element, such as demining 
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technologies, despite it not being clear how this technology will directly improve the 
quality of life of South Africans. 
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Chapter 8: 
Identification of Key Research and 
Technologies and 
Recommendations 
 Defence 

 
 

8.1 Methodology 
 
The objective is to identify technology themes and subgroups that are relevant to 

the future research and technology needs of this sector in fulfilment of themission of 
this sector in the Foresight Project.  The mission was 'to identify research and 
technology trends, requirements and strategies that will contribute to creating safer 
communities and promote security'.  In Chapter 7 the survey process was described 
together with the outcomes of an analysis of the Defence section of this survey. 

 
Each of the 40 survey statements was analysed into the key specific technologies 

that were assessed as being significant to the statement.  These technologies were 
then analysed into a functional classification as described by Prof. Rias van Wyk.  This 
identified aspects of technology handled against the ways they are handled, using the 
nine-cell classification shown in Table 8.1. 

 
 

Nine-cell classification of technological functions
Issues handled

Matter Energy Information
Process

TransportWays of handling
Storage

 
 
 
 
 

While the limitations of this analysis are accepted in that it is not a strict taxonomy, 
it did enable the working group to identify the key technologies in each statement.  
These key technologies were then grouped into technology themes, technology areas 
and technology sub-areas. 

 
The important statements as identified in the previous chapter were then evaluated 

for their respective level of attractiveness and feasibility.  Attractiveness is an 
assessment in terms of relevance to the realisation of the mission statement.  
Feasibility is based on whether the technology exists, the cost of development and the 
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constraints indicated in the survey responses that militate against the possibility of 
realising the statement. 

 
These two assessments were plotted in a table of attractiveness versus feasibility.  

This table was used to identify those statements that were regarded as the most 
relevant in terms of feasibility and attractiveness.  The relevant technologies in these 
statements were analysed into proposals and recommendations. 

 
8.2 Key technology themes 

 
An analysis of the key technology themes in each of the statements was not very 

easy, as many of the statements covered a very broad range of technologies.  A 
schedule of the important technology aspects of each statement is included as 
Appendix 8.2.  This analysis reveals that for the defence statements, the technologies 
related to information were important in the majority of the statements.  
Informationprocessing is an important technology theme in 29 of the 40 statements, 
with information storage important in 16 and information transport in ten statements.  
However, this does not take cognisance if the fact that in literally all of the statements 
there is an element of information.  For example, in three of the statements which 
relate to specific hardware systems, that is S67 (wheeled armoured vehicles), S68 
(mine-protected vehicles) and S69 (field artillery), the prime technology capability 
required for each is rather specific.  However, in each of these cases, the collection, 
processing, storage and transmission of information is vital if the relevant technologies 
are to be successful.  Still, information processing is not the key competence required 
for meeting the capabilities of the statement. 

 
Many of the remaining statements require other specific technologies, and five have 

systems management as an important technical competence. 
 
Some of the statements cover a number of technology themes, the most notable 

being the unmanned equipment covered in statements S44 (unmanned vehicles for 
defence), S54 (unmanned reconnaissance systems), and S64 (miniaturised unmanned 
vehicles for urban conflict).  Unmanned technologies require competencies in a range 
of technology themes such as platform design, systems design, miniaturisation and 
energy utilisation, besides all the information technologies.  Without these the 
unmanned vehicle will not be able to perform effectively. 

 
Three of the statements that are elucidation statements do not have any particular 

definable technology themes at this stage, as these will have to be developed through 
research.  These are statements S43 (non-lethal weapons), S63 (suitability of using 
commercial information technology), and S70 (new technology to ensure EW 
protection). 
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The technology themes have been further classified into technology areas and 
technology sub-areas.  The most frequent technology areas are sensors (eight 
statements) and modelling and simulation (seven statements).  Data verification and 
artificial intelligence occur in three statements each. 

 
8.3 Important-statement analysis 

 
For each of the important statements, the measure of the level of attractiveness and 

feasibility as determined for each statement is shown in Table 8.3.1.  These statements 
have been plotted on a table of attractiveness versus feasibility and displayed as Table 
8.3.2.  This table shows that the most important statement in terms of both feasibility 
and attractiveness is statement S68 (mine-protected vehicle technology), followed by 
statements S46 (technology for demining), S67 (ultra-heavy wheeled vehicles), and S42 
(technologies for peace support).  The state of the specific technologies in these areas 
varies between research for elucidation, as in the case of S42 (peace support 
operations), to widespread use as in the case of S46 (technology for demining). 

 
 

Table 8.3.2 
 Attractiveness versus feasibility for important

statements
(by statement numbers)

High 45, 69 46, 67 68

Medium 79 42

A
tt

ra
ct

iv
en

es
s

Low 63 62 80

Low Medium High

Feasibility

 
 
 
 
 
 
 
 
 
 
 
Table 8.3.3 

 
Analysis of Technologies to Significant Statements 

 
 

Statement Numbers

Technology theme Technology area Technology sub-area

4
2

4
5

4
6

6
2

6
3

6
7

6
8

6
9

7
9

8
0

 
 
 
Information

rocessing
Sensing Ident if icat ion of people X

p

 identif icat ion of things X X

 locat ion X
 

Artificial intelligence X X 
 Data verif icat ion X

 Modelling and
simulat ion

X

Information
transport

X

Audio/ video X

Information storage Stat ic X X X X

Systems
management

Logist ics X
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8.4 Recommendations 
 
The mission of the sector working group was to go through a process of identifying 

research and technology trends, requirements and strategies that will contribute 
towards the creation of safer communities and promote the security of South Africa 
and its people within the framework of the Constitution in order to realise sustainable 
social and economic benefits for the country over the next 20 years.  As a result of the 
process, recommendationswere made in the defence section that may not reflect the 
prime objective of defence requirements.  Defence has a primary role to defend the 
country, and as a measure of this, the importance to South Africa is assessed in a 
different manner from that used in this analysis.  However, this analysis has identified 
technology themes that will be important for the fulfilling the secondary roles of 
defence, namely peace support, preparation for dealing with civilian urban conflict, 
humanitarian support, crime prevention and manufactured exports.  To identify the 
importantdefence technologies would require a different approach to the ranking of 
importance to South Africa using different variables. 

 
8.4.1 Research and technology areas 

 
The process has identified two particular technology themes that are seen as being 

of significant importance to the security of the country.  They are— 
 

• information processing;  and 
• information storage. 

 
These two themes span a large number of the subjects covered by the foci of the 

defence portion of this sector.  There is a remarkable congruency in these critical 
technology themes to those identified in the crime section.  The key technologies in 
the crime section are not about matter or energy but about information, and this has 



 90

been shown to be true quite clearly in the analysis for the defence section also.  
Knowledge based on information processing and information storage constitutes the 
key technologies that are likely to play an ever-increasing role in both the defence of 
the country and a reduction in the levels of crime. 

 
8.4.2 Information processing 

 
As a technology theme, information processing covers a number of technology 

areas.  Information processing covers sensors, signal processing, data processing and 
software algorithms.  By far the most important area for this sector is sensing, which 
covers the following sub-areas: 

 
• Detection 
• Identification of people 
• Identification of things 
• Location 
• Artificial intelligence. 

 
In the significant areas of technology the identification of things was most frequent, 

followed by artificial intelligence.  The types of applications cover identification of 
people and things in remote places where peace support takes place, identification of 
small arms, identification of dangerous objects, such as landmines, and the operation 
of training simulators, the identification of military personnel.  Other areas where 
several aspects of information processing are important are in the area of unmanned 
vehicle use.  Without advanced information gathering and processing, unmanned 
vehicles are not able to achieve the prime benefits of the unmanned technologies. 

 
8.4.3 Information storage 

 
An important aspect of the requirements of any efficient and effective defence 

establishment is the availability of suitable, usable information.  However, the 
information storage technologies required for the realisation of the statements are 
more than plain data storage in large databases.  These technologies refer to specific 
types of dynamic storage systems, many of which have to be portable to make the 
technology effective, and they cover such requirements as demining, small arms 
detection and identification, both of which have to be able to operate in the field. 

 
As in the crime section, there is both static and dynamic information storage.  Static 

database is where the input of data is not related to the use of the data, while in a 
dynamic data storage system the data is constantly updated by the use of the data, 
creating new data within the storage. 

 
8.4.4 Technology recommendations 
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The process undertaken has identified quite clearly that the two main technology 

themes that will be increasingly significant to the technological requirements and 
competencies of the defence ofSouth Africa are the processing and storage of 
information.  These technology themes cover a number of technology areas including 
— 

 
• Detection 
• Identification of things 
• Identification of people 
• Location 
• Artificial intelligence 
• Dynamic storage of information 
• Systems management. 

 
These are some of the basic tools that will be required in the future.  They happen 

to be almost identical to those technology areas that will be important to the crime 
prevention and criminal justice system in the future. 

 
It is recommended that a second round of the survey be carried out by this sector.  

The statements for this second round should be a combination of some of the present 
statements unchanged and some modified.  Some will have to be left out.  
Furthermore, the variables should be modified.  The 'Importance to South Africa' 
variables should be augmented with some new variables that could identify more 
closely with the mission statement, such as the importance of the statement to the 
defence of South Africa.  The comparisons with other Southern African countries 
appear to be irrelevant in this sector and could be replaced with the more relevant 
variables.  Obviously, the comments from respondents should be taken into account 
for the second round. 

 
With the variables changed, the respondents would be directing the attributes and 

their respective values for the attractiveness versus feasibility analysis. 
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APPENDIX 1: 
Sector Working Group Members 
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r Mike Acres National Interdepartmental Structure for Border Control, CSIR

Mr Francois Anderson CSIR, Aerotek Division

Dr Peter Batchelor Centre for Conflict Resolut ion, University of  Cape Town

Mr Frik Beyers Armscor

Snr Supt Johan Burger Commander, Strategic Development, SAPS

Ms Lala Camerer Institute for Security Studies

Mr Dave Child Information Technology Manager, Business Against Crime

Mr Bart Cill iers Analysis Management & Systems

Mr Johan De Jager Defence Research Centre, Institute for Marit ime Technology

Dr Chris De Kock National Crime Information Management Centre, SAPS

Mr Sean De Lancey Denel Aviat ion

Dr Gideon De Wet Data Fusion Systems (Pty) Ltd

Dr Lorraine Glanz Department of Justice

Ms Sarah Henkeman UCT: Inst itute of  Criminology

Mr Dermot Heron Delta Motor Corporat ion

Mr Dirk Kotze ABSA Group Security

Gen Julius Kriel AMD

Dr Esther Lategan NICRO

Mr William Makwinja Lechabile Networks

Mr Jan Mentz Kentron

Ms Duxita Mistry Institute for Human Rights & Criminal Justice

Mr Tsepo Molai Futurist ic Business Solut ions

Mr Patrick Monyeki Department of Home Affairs

Ms Sarah Oppler Institute for Security Studies

Mr Ron Paschke Bureau for Just ice Assistance

Dr Charl Schutte HSRC

Mr Gideon Smith Armscor

Snr Supt Niel Van Niekerk SAPS: Forensic Science Laboratory

Capt Kobus Visser SA Navy

Dr Graham Wright CSIR
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APPENDIX 2: 
Macroscenario descriptions 
 
Global Home 
 

In line with global trends and opportunities, government embraces global 
liberalisation, and facilitates private sector empowerment to respond to global market 
forces, leading to — 
 
• a 'hands-off' role for small government; 
• initially, good economic growth; 
• an acceptible situation for those who can pay, but little social development; 
• a loss of national identity and self-determination. 
  
 Socio-political characteristics 
• National vision determined by global alignment and international agreements; 
• Government's role (globally and locally), and  national identity shrinks, private 

sector dominant; 
• No social contract or development plan; 
• High-quality services for those who can pay; 
• Global knowledge system dominates with decreased consideration of indigenous 

knowledge; 
• Environmental issues only considered with respect to international standards. 
  
 Economic characteristics 
• Reactive economic policy, focused on 'Globalisation'; 
• International investment high, but only within private sector/multinationals; 
• Economic agenda determined by international agreements; 
• Focusing on niche markets; 
• Rich-poor gap increases, but number of poor decreases. 
  
 Science and Technology implications 
• S&T 'policies' driven by global economic forces; 
• SA innovation focused on global market niches — some pockets of local excellence; 
• Global technologies acquired via licenses; 
 
Frozen Revolution 
 

The non-implementation of government policy towards socio-economic upliftment 
that leaves masses dissatisfied and key players fragmented and individually focused. 
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Socio-political Characteristics 
• Government is not a significant player either regionally or globally; 
• There are several social development plans but no delivery because of policy 

paralysis;  
• There is fragmentation of national identity; 
• Private and public social services decline; 
• Indigenous knowledge issues poorly understood;  
• There is no consideration of environmental sustainability. 
  
 Economic characteristics 
• Reactive economic policy, with markets partially open but non strategic approach; 
• There is foreign investment, but in fluid assets; 
• Vested interests dominates the economic agenda; 
• Economic model remains primary resource driven; 
• Rich-poor gap increases, number of poor increases. 
  
 Science and technology implications 
• Low emphasis on S&T, other than populist projects; 
• Little local innovation; 
• S&T sourced almost exclusively elsewhere. 
 
Our Way is THE Way 
 

South Africa believes in its ability to challenge the conventional route to 
globalisation by rallying developing countries' support for the development of a 
significant South-South economic bloc.  This catalyses isolation by the developed 
world. 
 
Socio-political characteristics 
• South Africa is globally aligned but on her own terms; 
• Isolation leads to strengthened national identity;  
• Focused development plan; 
• Public services decline initially, but improves over time; 
• Indigenous knowledge based culture with traditional systems and values; 
• Selective national environmental issues — top priority. 
  
 Economic characteristics 
• Proactive economic policy, with markets partially open following strategic plan; 
• There is very limited foreign investment as national interest lies in creating equity 

across developing countries; 
• Economic agenda is determined by SA's national interest to create equity across 

developing countries; 
• Focussing on services and SMMEs; 
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• Rich-poor gap decreases, number of rich decreases. 
  
Science and Technology Implication 
• S&T aimed at self-sufficiency; 
• Growth in ('useable') innovation; 
• Technology base is SA specific,  may be incompatible with global trends; 
• Access to global S&T capacity and information by any possible means. 
 
Innovation Hub 
 

South Africa's comparatively developed infrastructure creates opportunities for 
strategic regional investment.   Building on S&T skills base and knowledge generates 
comparative advantage and a competitive edge regionally and globally: 
 
• some national identity is lost, while regional identity is strengthened; 
• initially, slow economic growth; 
• incremental social development towards a shared regional vision.  
  
 Socio-political characteristics 
• SA a dominant political player in the Southern African region, focusing on regional 

values and needs, however with a global view; 
• Social contract towards a shared regional purpose, with a long term incremental 

development plan; 
• Strengthening of a regional identity; 
• Private services of higher quality than public, with universal access; 
• Innovative application of regional indigenous knowledge systems; 
• Environmental system is innovation driven, however not top priority. 
  
 Economic characteristics 
• Proactive economic policy, focused on Southern Africa; 
• International investment is limited; 
• Economic agenda driven by SA's national interest dominating Southern African 

region; 
• Strong drive towards value-addition; 
• Rich-poor gap remains, but number of poor decreases. 
  
 Science and Technology Implications 
• S&T 'policies' actively promote innovation and technology; 
• SA innovation focuses on the region; 
• Appropriate technologies developed locally, while foreign technology adapted 
via licences. 
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Sector Scenario Table  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Sector Scenario Table – Crime Prevent ion, Criminal Justice and Defence Sector
Innovation Hub Global Home Frozen Revolution Our Way is The Way

Economic
Growth

Number of poor
decreases, gap remains
Long term — high
growth
High investment
Dominates region

Number of poor
decreases, gap remains
Long term - medium
growth
High investment but no
control

Number of poor
increases, gap increases
Long term — low and
stagnant growth
No investment

Long term — medium
growth
Low investment
Number of rich
decreases, gap decreases

Globalisat ion
of Business/
Institut ions
(defence/
crime)

Slow focussed progress
but increasing as solid
foundat ion is acquired
Identif ies SA as global
player

Fast start  owing to
identification of niche
markets but will smother
due to saturat ion
Too focused

Accelerated decline of
markets and support
mechanisms

Branch economy that
requires a smaller
employee base
Cannot be sustained in a
global market

Unemploy-
ment

Initially high
Decrease & stabilises at
low level

Init ially jobs not lost
Medium term —
unemployment increases
Long term —
unemployment low

High
Means to fight
unemployment leave the
country

Low (all poor together)

Colombian-
isat ion

Chances slim owing to:
-polit ically strong
-low crime rate
-economic grow th

Ability of crime
syndicates to operate
increases

Scope exists to f lourish
with nat ional institut ions
having bigger influence
than government

Will not have
opportunity to establish
itself

Corrupt ion
Increased integrity and
control
Corruption down

Higher susceptibility to
external corrupt ion

Frozen ‘resolut ion’
(policy)

Conducive to internal
corruption (tamper with
control)

Conf lict
Scenarios and
threats

General decrease in
crime/ threats
Extensive regional
involvement/ dominant

Decrease in global crime
Increase in local crime
Extensive involvement in
international conf lict
under orders of
international community

Increase in crime
No involvement in
international conf lict

Decrease in crime
Limited involvement
determined by our own
interests

National
Security Policy

Extroverted, well
developed &
coordinated
Regional security
integrat ion
Active regional role —
acceptance
Bridge between region
and developed world
Occasional conf licts of
interest with major
powers

Extroverted, modern ,
developed and
coordinated
Tied to major t rading
partners
Secondly regional focus
– limited role
Weak bridge to
developed world
Regional challenges in
terms of leadership

Introverted, weak,
inconsistent
Pre-occupat ion with
domestic issues
Internal security threats
Isolat ion & weak role in
region
Strong challenges to
regional leadership

Extroverted, regional
focus
Aimed first ly at domest ic
and regional security
Mixed acceptance of
regional and global role
Conflicts of  interest with
region – hegemonic

Respect for
Law and CJS

Society becomes more
affluent – respect fo r
law and order increases

Weakens because of gap
between rich and poor

Downward spiral
Pockets of wealthy
isolate themselves

Relat ively good
Previously advantaged
(who still remain)
become freedom
fighters

Crime Rate
Crime
Diversity

Crime rate decreases
Diversity increases
owing to technological
advancement

Social fabric crimes
stabilise
White collar crime
increases together with
crime diversity

Crime rate increases but
crime diversity stabilises

Ordinary crime
decreases but crime
diversity increases due
to society’s
technological
advancement

Financial
Resources

Increase in international
investment (depending
on our local capability)

High international
investment but globally
focused

Funds remain
unavailable (our way
prevails)

Funds low
Improves later
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Sector Scenario Table – Crime Prevent ion, Criminal Justice and Defence Sector
Innovation Hub Global Home Frozen Revolution Our Way is The Way

Human
Resources for
Technology

Universal access to
educat ion
Private and public
converge
Innovation directed
education and skilling
Global knowledge
integrated w ith regional
and indigenous

Private education high,
public educat ion
declines
Global knowledge
system dominates, but
considerat ion of
indigenous

Public and private
education decline
Western knowledge
system dominates,
unsupported
learning undirected

Public and private
educat ion decline then
improve
Indigenous knowledge
system
Life long learning

CJS Capacity
& Capabil ity

Slow and sustained
improvement

Gradual decline Collapse
Initial decline then slow
improvement

Technology

Training improves
Career opportunities
improve
National technology
development leads to
higher systems level
technologies

Private training
National init iat ives
decrease
Fragmented technology
development

Declining levels
Aimed at safety and
security rather than
economy building

Level decreases
Aimed at solving
problems rather than
boosting economy
Not globally competit ive

Vict ims,
Witnesses &
Offenders
Rights

Rights an important
aspect of  social f ibre
Policy & service delivery
good

Rights important, driven
by international
community but service
delivery lacking and
patchy

No importance on rights
w ith very little service
delivery
Rights can be bought

Ruling class has the
rights
Service delivery biased

Ability to
address root
causes of
crime:
- ability (A)
- intent (I)

A — yes — high
I — yes — high

A — no
I — yes - medium

A — no
I — yes — low

A — yes — medium
I — yes — high
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Innovation Hub 
 

Urban 2017: 
 
Me Sarah van Mobiswe is driving home in her electrical, key-less, hover-wheeled, 

magnetic-track-guided, eye-operable, open convertible, city-to-sub-urban capsule, 
handbag lying on the left-hand front seat, precisely adhering to the city-suburban 
speed-limits, rules and regulations. 

 
After her day at the office, where she works as a beauty consultant, enhancing the 

new revelation of the woman, and showing women to look like women the way they 
were originally supposed to portray and carry themselves, she is already relaxing and 
starting to unwind in her loose and breezy, but very professional clothing. She thinks 
about her husband, already at home with the two children, sitting in front of their 3D, 
stereo, international satellite TV.   The elder is a final year Laser-Technical-Science 
correspondence student. 

 
Surely she wants to be home to sit on her husband's lap, having a cup of tea, her 

clothing and generally relaxed appearance making him wonder what life is all about? 
Exciting thought. 

 
She smiles, thinking back 20 years ago, to their 1992 shanty shack with a black and 

white battery-powered TV and dilapidated TV aerial, with no running water, and 
limited availability of treatment for illnesses, and very little wood for cooking up 
dinner, when her husband was still a policeman, both of them staying with their 
mothers, with fathers extremely seldom home, always out and away in some foreign 
part of the country to earn a dismal income in those days. 

 
Fortunately, ten years ago, her husband found an excellent job, supporting the new 

era enhancement and Africanisation of global European technological solutions for 
health and frail care, to be much more tailor-made for the Southern African regional 
and local climatic environment. 

 
His tasks were then very much involved with dual-use technological know-how 

capabilities, developed from the South African defence industry during the years of 
international isolation from 1978 to 1994. 

 
Me Sarah van Mobiswe just briefly stopped to pick up her neighbour's child at the 

football-field near the out-of-town suburban recreational centre. He likes the low 
flying automatic, convertible, transport capsules. 
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She briefly looks up towards the very stealthily camouflaged, environment-blended, 
mast-mounted crime-prevention, community-sensor satellite, and she wonders why 
these measures were ever introduced several years ago.   It just does not seem to be 
necessary anymore these days. However, she accepted it was a good thing, and the 
very reason for the peace and tranquility she experiences now, and she continued her 
journey home. 

 
Oops!   She nearly forgot to purchase some delicatessen for her husband's birthday 

celebration that evening.   She quickly parked the transport capsule, jumped out and 
walked through the retail outlet, collecting a few odds and ends, not forgetting the still 
very old faithful Old Brown Sherry and champagne. 

 
She whispered at her wristwatch, above which her husband's miniaturised 3D face 

image then appeared.   She asked him what else she had to collect from the shop for 
his birthday celebrations.   He replied only herself, and then sent a visual kiss before 
vanishing into thin air, i.e. out of the miniaturized 3D wristwatch imagery. 

 
 She then ran out through the door, where the magnetic shop commodity analyser 

scanned all her parcels and debited her international credit system. 
 
She has in a way actually forgotten that this is the way that things are working.   

However, seeing the green light flashing just briefly, she wondered just for a moment 
what the currency was in which these invisible transactions transpired. 

 
 

Suburban 2017: 
 
Urban 2017:Arriving at home, leaving her open convertible capsule in the suburban 

street parking, she jumps out of the transport capsule and runs down the garden path, 
slightly slipping on her high-heeled shoe.   Fortunately, with everything kept together 
by her kneetight skirt, she avoided falling.   She was always very conscientious about 
her looks and maintains a very strict diet, somewhat related to the ancient 1980s 
American craze, drinking more than ample fresh water all through the day. 

 
The front door automatically opens to allow her hands-free movement (carrying 

some delicatessen for the evening). The cute little dog that ran out into the garden to 
welcome her, lifts his leg in the far corner, and runs back into the house, the door 
automatically closing behind him after the security system automatically identified the 
dog as being part of the family. 

 
Moments later, she opens the front-door again, looking into the garden, thinking 

these stupid automatic doors, why do they always close themselves up, can they not 
understand that a hard working woman needs a lot of fresh air when trying to please 
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her husband in front of the 3D TV?   These door-closing control mechanisms surely 
need to be developed to allow more freedom for hard-working professional women. 

 
Sitting down next to her husband, he being a healthy 50 years old, having retired at 

the official age of 48, the 3D TV automatically fades away, transgressing to more 
relaxing music while they compare notes on the days professional activities. 

 
He wonders whether it really is necessary for her to continue working because just 

for a moment he thought that with a wife like his, there are much more interesting 
things to do.   However, he smiles and remains silent, knowing that she thoroughly 
enjoys her present work, much more than in her previous job in the criminal justice 
department which is currently being phased out.   Her new job environment at least 
allows him on a daily basis to help out at the local international travel agency, meeting 
a lot of people in the international recreational environment. 

 
She asked him why he smiled, and he only smiled again.   She remarked, feeling 

naughty on your birthday again?   Must be my perfume or my dress, she thought. 
 
He then looked puzzled, rejoicing in the knowledge that fortunately woman were 

afforded the opportunity in recent years to become real woman again, leaving all the 
fears and the militaristic self-protecting clothing of the 90s and 80s to gather dust in 
the dumps. 

 
"What are we doing this weekend?" she asks.  "Well", he said, "let's visit your mother 

and get a wee little bit of the good old farm-girl enthusiasm pumping through our 
veins". 

 
 That evening turned out to be a screaming success.   What else?   Life is what you 

make of it.   Do not expect anybody else to do it for you.   Do it yourself and feel proud 
of yourself. 

 
Rural 2017: 
 

The next morning they packed their outdoor clothes and wanting to put on her 
usual lipstick could not find her handbag.   She then realised she had forgotten it in 
the transport capsule still parked in the public parking lot.  She decided not to worry 
and that she would put her lipstick on as soon as she gets into the capsule, still parked 
in front of their open landscaped garden, ready for their departure to a nearby bullet-
train terminal. 

 
Once more, leaving the transport capsule in the public parking lot, they grabbed 

their gear and ran through the bullet train terminal control gates, being scanned for 
identity, and automatically debiting their international credit accounts.   First two 
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children/students in a family and one doggy-go-free on all national public transport. 
An illegal entity (credit not adequate etc.) gets registered on the universal 
transportation database, for abduction and counselling at a more convenient 
opportunity. 

 
Like always, the children are excited to enter the bullet train.   The sensation of high 

speed with landscapes flashing by is exhilarating to all, nearly forgetting where they 
were going to, actually wanting never to get off the train. 

 
Me Sarah van Mobiswe, comforting her head on her husband’s shoulder, staring 

through the window, experiencing the regional landscapes flying by as a dream, full of 
an abundance of cattle and farm-stock, still like always fascinating the city urban 
children in the train. 

 
Her husband kisses her on the forehead and she falls asleep while he stares through 

the window.   He remembers the days when he, as a policeman, had to patrol the 
countryside controlling the ingress of illegal immigrants and preventing cattle thieves 
from murdering farmers in this very region. 

His younger son told him that out of his mandatory crime prevention and criminal 
justice correspondence classes, he learnt that they are now controlling the situation by 
means of high-altitude reconnaissance drones, covering the whole of the  African 
region south of the Sahara. 

 
It all resulted from some or other South African Innovation Hub parliamentary 

resolution, which culminated in a collaborative venture between all the Southern 
African states several years ago, to curtail regional crime at that stage. The 
methodology seems to have worked very effectively, and it seems to be very effective 
still, or maybe it is not even necessary anymore. 

 
However, it happened at that stage to have been necessary to go through this 

transformation to actually put these technological enhanced crime preventative 
sensoring systems in place.   This was done apparently at a fraction of the cost of 
putting our own satellites in the atmosphere, and also at a fraction of the cost of hiring 
airtime from the super powers in those days.   Those super powers fortunately do not 
exist anymore, because they have globalised themselves to such an extent that they 
have lost their own identity. 

 
 The real loss of identity seems to have taken place when the American Stock 

Exchange finally crashed in 2006.   Investors realising and experiencing stagnation in 
the northern hemisphere, desperately wanting to invest in the southern hemisphere, 
exploding the markets in the south, which has now stabilised at an all-time record. 
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Strange though, apparently in those days the whole world was caught up in a drive 
to migrate towards countries in the Northern Hemisphere. Nowadays everyone seems 
to want to migrate towards the very stable countries in the Southern Hemisphere. 
Whatever the case may be, things seems to be very much under control, a real 
opportunity to live a real life in the south. 

 
He kisses his wife on the forehead again and she awakens just in time to get off the 

train at the terminal several hundred kilometers away from home.   Through the 
automatic outlet sensor system which calculates the account based on the distance 
they have traveled.   There is no time to even think about it, as mother and father, well 
into their 80s are jumping for joy, wanting to embrace their grand-children with tears 
in their eyes. 

 
The old faithful limo is waiting, grandfather says, and they jumped in with about 60 

km of country road left to enjoy the countryside more intimately. Fortunately the 
regional road conditions have improved during the last fifteen years, to such an extent 
that this time it happens to be doggy, lying on the rear window ledge, which fell 
asleep. 

 
Farming methodology has changed drastically in the past 20 years, to the extent 

that everything seems to have been extremely mechanised and automated in a free-
for-all open country fashion. 

 
Grandfather's new retirement house is situated only a small distance from the 

Farm-owners Township. He uses a battery-driven open golfcart to do shopping in the 
farmers' village, while grandmother enjoys the comfort of their open-windowed 
retirement home in a small open-landscaped retirement village. The frail care centre 
continuously contacts the senior citizens, inquiring about their health, and providing 
for the necessary medication and support where needed. 

 
Although medical and frail care is not free, it is at least provided in abundance at a 

reduced price.   This is based on the latest pension scheme that works on the principle 
that the working youth are supporting the recreational driven senior citizen 
community, through a national southern state quality of life scheme.   This scheme has 
a very unique feature in terms of which the youth of a particular family supports the 
senior citizens of that very same family.   This feature means families look after their 
own interest with regard to the upbringing of their own children.   It certainly seems to 
have contributed towards reducing criminal tendencies and irresponsibility in the 
youth of the day. 

 
It has become a way of life in the south, where senior citizens usually move out of 

the high-speed urban and suburban areas, to retire in safe and tranquil slow-moving 
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regional areas.   This is balanced by healthy and busy farming communities 
responsible for a little bit of old-age excitement in the retirement villages. 

 
 The food, straight from the farmer, still does make a difference when it comes to 

shopping, preparing for the ritual of eating together as a family.   Invigorating stuff. 
 
Having slept and relaxed to our heart's content, we left on Monday morning, 

bulleting home.   We feel proud of being in a position to have been able to buy our 
own home in a suburban area, a sort of proudness we would never have been able to 
experience, had we been given a state built house in a state-developed housing 
scheme.   There seem to be very few left now.   Housing seems to have become a self-
responsible private sector and family affair, totally out of the hands of government. 

 
Having bought our own home really motivates us to get home early and to prepare 

and be ready for the next day's work, to earn a further income (international credit) 
and to live a life of our own choice, but within the rules and regulations of the new 
southern freedom. 

 
What a life, having a wife like Me Sarah van Mobiswe. 
 

Global Home 
 

Just when 
 
Kate turns over and sees the time on the bedside clock, and thinks Solomon seems 

to be very late, well certainly later than usual when returning from a business trip to 
Durban.   Just then, she hears the car come into the driveway and sighs with relief.   
Suddenly, there is a noise outside followed by a loud bang, shouts, running feet and a 
vehicle drives out at speed with much screeching of tyres. 

 
She gets up and runs downstairs and out the front door to find Solomon, lying in 

the driveway in a pool of blood, his car gone and the garage door still open.   She 
screams as she runs to Solomon, holds him and realises that he is dead.   She runs 
inside shouting at the panic transmitter that responds with a request for information.   
She garbles the situation into the transmitter, turns and sees her neighbour' rush in, 
into whose arms she collapses. 

 
The automated alarm control centre, located in Calcutta responds and dispatches by 

satellite both a "privpol", the private police, team patrolling the area and the 
paramedics, both of whom arrive in a short while. Thank goodness the "privpol" team 
do not have to come from their headoffice in Hamburg, Germany.   The paramedics 
confirm that Solomon is already dead.   Meanwhile the senior privpol takes over the 
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crime scene and communicates back through his "C" unit attached to his head, the 
missing vehicle details.   The other privpol videos the scene before the paramedics 
remove the body from the scene. 

 
The investigating officer proceeds to talk to and gets instructions from the 

computer control centre and recording unit.   Having identified the type of crime, the 
unit instructs him what to do and what to look for to collect evidence.   He seemed to 
be talking continuously, and then he pulls out of his pocket a little instrument and 
places it over a number of marks on the ground.   He quickly wonders if the instrument 
that analyses for DNA reads the marks backwards so that the computer system in 
Japan can interpret them.    While wondering, he is brought to reality as the responses 
come through, and then all of a sudden he beams and turning to his assistant tells 
him: "They have got the vehicle on the screen and are tracking it.   The computer has 
already identified the DNA and it seems to be that of the perpetrator that was here.   It 
is checking whether he had any business being here". 

 
His assistant responded that Kate was ready to give her evidence of what she knew 

of what happened.   He went into the room and, after comforting her, attached a strap 
to her arm and pinned a microphone to her.   He informed her that it was procedure to 
record all she had to say through a lie detector.   He spoke to her, while also speaking 
into his own microphone.   All this was transmitted to and recorded digitally on the 
computer at the central information and evidence control system to be used as 
evidence later.   He informed her the vehicle has been tracked, the assassin identified 
and they were trying to identify his accomplices.   She told him her understanding of 
the events and then went off with her mother who had arrived to comfort her. 

 
Meanwhile the tracker controllers were following the vehicle to find a suitable place 

to immobilise it, while another patrol of privpol were closing in on the vehicle.   The 
controller then, speaking to the patrol, immobolised the vehicle when it came into view 
of the screen of the pursuing vehicle.   The police screeched to halt behind the 
immobolised vehicle, jumped out and shot an immobiliser at the driver as he got out.   
This immobilised the suspect to enable the police to handcuff him and search him.   
The suspect was subjected to a remobiliser, which enabled him to get up, and the 
privpol read to him the reason for arrest and his rights, all this being recorded on the 
inboard video recorder in the patrol vehicle and being transmitted back to the control 
station.   The suspect was frog marched to the patrol vehicle that then took him to the 
private holding cells.   Meanwhile, the second officer pulled out his portable detector, 
and using it located a firearm under the seat of the car.   The detector confirmed it had 
been used in the last hour.   The officer spoke over his "C" to confirm that the 
computer had recorded the instrument's findings, there is no knowing how reliable 
these satellite links are. 
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This all happened just when it was thought that with so much international 
resources and involvement being applied to private policing here, there would be no 
more hijacking of vehicles.  

 

Frozen Revolution 
 

Not much has changed 
 
It is February 2017.   James Dube is 19 years old and lives in Pietersburg, Northern 

Province.   He finished matric the previous year at Pietersburg Secondary School, and 
has won a bursary to study engineering at Wits University in Johannesburg, Gauteng. 

 
On 3 February 2017 James travels from Pietersburg to Johannesburg by taxi. The 

taxi is a four-wheel drive Toyota minibus which seats 20 people in air-conditioned 
comfort. The road from Pietersburg to Johannesburg is in extremely poor condition. It 
has not been repaired in nearly 20 years and is full of potholes. The road is also 
dangerous because of the high incidence of car hijackings and the presence of gangs 
of armed bandits who have become a common feature of the NI highway between 
Johannesburg and Pietersburg.  

 
The journey from Pietersburg to Johannesburg takes 8 hours for a distance of 300 

kilometres. When the road was in good condition more than 20 years ago, the journey 
only took three hours. On the journey to Johannesburg James notices a number of low-
cost housing developments which have not been completed, and look like they have 
been abandoned. His fellow passengers comment on the fact that the ANC-IFP 
coalition government, which has been in power since 1999, has struggled to deliver on 
its promises to provide low-cost housing to the majority of South Africans.  

 
James arrives in Johannesburg in the early evening, and is dropped off at one of the 

residence buildings in Braamfontein. The building is in very poor condition as Wits 
University has had its funding cut dramatically in the last 10 years as government has 
reallocated money to primary education. The warden at the One night while walking in 
Rocky Street in Yeoville, James is attacked and stabbed by a gang of Nigerian drug 
dealers, mistaking him for one of their dealers who has not paid them for his supply of 
drugs. They leave him for dead, and James lies in the street bleeding, until he is found 
by an old man, who helps him into a shop and calls an ambulance. 

 
The ambulance takes 3 hours to arrive, and then takes James to Johannesburg 

General Hospital, which has seen no major investment since the late 1990s. The 
hospital staff are completely overstretched, because a number of staff are on strike, 
and James ends up lying on a stretcher in the corridor for nearly 8 hours. Eventually he 
is attended to by a Libyan doctor, who speaks very little English. By this time James has 
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lost a lot of blood, and his wounds have become infected. The doctor tries to clean 
James's wounds, stitches him up, and then leaves. He lies in a fevered state in a ward 
that is overflowing with patients, some patients lying on mattresses on the floor. 

 
The next morning, a constable from the Yeoville police station comes to take a 

statement from James. Unfortunately, the constable only speaks Afrikaans, and is 
almost illiterate. Luckily, one of the nurses speaks Afrikaans, and is able to help the 
constable take James's statement.  

 
A few days later, once he has stabilised, James leaves the hospital and goes back to 

his room in Yeoville. Wits University is still closed, and he then decides to return to 
Pietersburg. James uses his remaining money to buy a train ticket back to Pietersburg. 

 
The Spoornet trains and railway tracks have seen no major investment since a 

Malaysian company became a strategic equity partner in Spoornet in 2007. The train is 
dirty and absolutely packed and the trip to Pietersburg takes 12 hours, stopping at 
almost every town between Johannesburg and Pietersburg. 

 
Back in Pietersburg, James goes to stay with his parents, who still live in a 2-

roomed house on the outskirts of Pietersburg. James gets a part time job at a petrol 
station on the main road from Pietersburg to Beit Bridge. 

 
Nearly a year later James gets a letter from the Johannesburg Magistrates Court. His 

suspected 'attackers' have finally been arrested, and James has to appear in court in 
Johannesburg in a month's time. 

 
A month later James travels back to Johannesburg. This time he stays with an uncle 

who lives in Alexandra Township, north of Johannesburg. 
 
On the day of his court appearance James arrives at 8 am. The court building is 

already full of people waiting around. James's case is scheduled to be heard at 8.30 am 
but only finally gets heard at 3.30 pm. His attackers appear briefly in court. The 
charges of assault cannot be proved, and the police have made a number of mistakes 
in the process of arresting the suspects. The case is thrown out of court.  

 
James returns to Pietersburg. A few days later his parents’ house is burnt down 

while they are all out during the day. James suspects that the Nigerians are trying to 
teach him a lesson. James and his family then move back to their family village in 
Venda. James gets a job teaching maths at a rural secondary school. 

 
A few months later the government introduces compulsory conscription for all 

males under the age of 30 in an attempt to deal with the worsening internal security 
situation. 
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James spends 3 months in a training camp in Upington in the Northern Cape, and is 

then transferred to northern Kwazulu Natal, where he supervises the building of roads 
and bridges, because the provincial government does not have adequate people or 
funds to build roads and bridges in the province. 

 
The next year James is sent on a peace enforcement mission to Swaziland, which is 

experiencing a civil war. While flying in a SAAF helicopter near Mbabane, the helicopter 
crashes owing to poor maintenance and James dies. 

 
Two weeks later his body arrives back in his family village in Venda. 
 
 
 
 
 

Our Way is THE Way 
 

A Conversation on a sky mobile platform in 2020 
 
Joe, the retired general, approaches his friends Thandi and Joe on the sky mobile 

platform. They are talking of the latest economic indicators as he joins the 
conversation. 

 
"Have you seen the latest CPI?" asks Sipho, the Department of Indigenous Affairs 

official.   "Our economy has really improved over the last ten years with the 
government's policy of indigenisation".  

 
"Yes, but don't forget this improvement has only been since 2010" remarks Thandi, 

a Community Court assessor.   "In the first years, there were the years of depression.   I 
remember the spate of thefts and housebreaking during those early years". 

 
Sipho counters: "Our government has effectively dealt with crime now.   There has 

been a steady decline in the overall rate in the last decade, unemployment is down and 
there is more equality." 

 
Joe quips: "Yes, we are all poor together!" 
 
Sipho is becoming increasingly defensive.   "South Africa at last has strong 

government, comprehensive crime prevention strategies and we have got the message 
across that patriots do not do crime."   Sipho lectures the others about how the new 
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nationalism has increased the government's will to prevent crime and address root 
causes and how ordinary people respect the police and courts. 

 
Thandi remarks: "The only way that government has managed to get the crime rate 

down is to search people randomly on the street." 
 
Sipho says: "Don't exaggerate. It's not like the government bugs our 

communicators." 
 
Joe says "Yes, but they did try — the only reason they did not succeed is because 

the Americans would not sell us the technology due of our international isolation". 
 
Thandi says: "The real reason for the decline in crime is as a result of the 

introduction of community courts and the return to African principles of justice." 
 
Joe says: "At least people have more respect for the courts, but it's not like our 

judges have any independence anymore, and corruption has increased." 
 
Joe gets tired of this talk of crime prevention and the criminal justice system and 

turns the conversation to his favourite topic — his days in the army.   "It was the 
deployment of troops on the streets that solved the crime problem.    We also stamped 
our authority in the region and showed Zimbabwe who was boss when we invaded 
Harare in 2015.   We achieved this with minimal casualties due to our good intelligence 
system and the use of non-lethal weapons.   We are now sharing our technologies with 
other developing countries that we are aligned with.   The only problem is that the 
government is just not prepared to intervene in any country outside the region and 
these bloody Yanks won’t give us access to any laser immobilisers and bullets are so 
expensive." 

 
Thandi reminds them that we now have the entire subcontinent bristling with 

missiles and tanks pointed at each other and there is  no end in sight to the regional 
arms race. 

 
Their conversation is interrupted by the arrival of the sky mobile. OUR 

WAY IS THE WAY 
THREATS 
 
1. International isolation and less access to technology (sanctions, debarments etc.) 
2. Reduced regional cooperation as a result of regional supremacy 
3. technology threats (vulnerability of technology e.g. targeted by political, criminal, 

military) 
4. Invasion of rights by technology 
5. Exclusion from access to first-world technology 
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FROZEN REVOLUTION 
STRENGTHS 
 
1.  Private sector/NGO capacity 
2.  Indigenous solutions 
3.  Small cores of excellence 
4.  (Existing) S&T / industrial base 
5.  (Existing) databases in CJS and elsewhere 
 
INNOVATION HUB 
STRENGTHS 
 
1. Large number of innovative people 
2. Number of poor decreases > more technical awareness 
3. General decrease in crime > less CP > more money for R&D (use) 
4. High investment from O/S and additional from South 
5. Private/public converging in technological focus 
6. Training improved career opportunities 
7. National technology development > better management structured 
 
GLOBAL HOME 
STRENGTHS 
 
1.  Retained income to spend on R&D  
2.  NGO (private sector) growth 
3.  Growth in low-cost, traditional services 
4.  Efficiency in CJS through privatisation and outsourcing 
5.  Access to international technology and investments 
 
OUR WAY IS THE WAY 
STRENGTHS 
 
1.  South African appropriate technology base 
2.  Well-established infrastructure (c & c industry, test and evaluation) 
3.  Strong & holistic national security policy 
4.  Well developed technology implementation skills 
5.  Increased use of technology to solve problems 
 
FROZEN REVOLUTION 
WEAKNESSES 
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1.  Inability to coordinate (use/management of S&T) — allocation or resources to S&T 
2.  Lack of skills to use and understand S&T 
3.  Inefficient/outdated systems and technologies 
4.  SANDF's primary role force design and doctrine inappropriate 
5.  Decline in local industry infrastructure. 
 
INNOVATION HUB 
WEAKNESSES 
 
1.  Danger of parallel innovation 
2.  Human greed increases 
3.  Regional isolation 
4.  Perception of Southern African dominance 
5.  Depth of technological know-how capabilities (imported) 
 
GLOBAL HOME 
WEAKNESSES 
 
1. No basic research — only localised/applied R&D 
2. No national focus with little innovation 
3. Applied technology lag and reactive to world trends 
4. Capacity for S&T diminished 
5. Decrease in public social/ welfare services — capability decrease 
 
OUR WAY IS THE WAY 
WEAKNESSES 
 
1. Indigenous knowledge systems place low emphasis on high technology and research 
2. Our technology not globally competitive 
3. Incompatibility of our technology with first world technology 
4. Ineffective use of and skewed allocation of resources (technology, manpower, 
capital) 
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